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Abstract

Quality of Servicedeliveredto Grids by packet-switched
networks, is one of the mostimportantfactorsaffecting

performanceand efficiengy of both Grid applicationsand

middleware. The useVirtual PrivateNetwork servicescan

improvetheoverallperformancef Gridsin mary respects.
In this paper we shav how the security privacy andQual-

ity of Serviceofferedby scalableon-demand/PN services
canbeappliedin large-scaleGrid scenariosWe proposea

novel network resourceabstractiorfor resourcediscovery

of on-demand/irtual PrivateNetworks. It is implemented
in a Grid Information Serviceprototypewhich was suc-

cessfullytestedboth on dedicatednfrastructuresand pro-

ductionnetworks. !

INTRODUCTION

Virtual PrivateNetwork (VPN) is ageneridermwhichis
usedto referto thecapabilityof bothprivateandpublic net-
worksto supporta communicatiorinfrastructureconnect-
ing geographicallydispersedsites, whereuserscan com-
municateamongthem as if they were in a private net-
work [1]. In VPNsthe differentgroupsof usersarecom-
pletely transparento eachother VPNs can be imple-
mentedby differentenablingtechnologiestvariouslevels
of the Open SystemInterconnectiorreferencemodel (at
Layer3, Layer2 andLayer1) andcansupportavariety of
traffic modelsandserviceghatcanincreasehe efficiency
andperformancef Grid infrastructuresasexplainedin the
following section.

Layer3 VPNs interconnectsetsof hostsand routers
basedon Layer3 addresseq2]. This requiresthe VPN
tunnelsusedfor traffic forwarding, to be terminatedby
PE equipmentandthe traffic forwardingto be only based
on information corveyed in fields from Layer-3 headers.
Layer3 VPN routerssupporta completeanddistinctlogi-
cal router for eachVPN. Unlike the former case Layer-2
VPN servicesareusedto emulatethefunctionalityof a Lo-
cal AreaNetwork (LAN) in large-scalescenariosLayer2
VPNs offer the possibility to extendthe traditionally lim-
ited LAN reachto the wide area;in this way geograph-
ically remotenodescan be virtually connectedasif they
werepartof thesameLAN. Traffic forwardingin Layer2
VPNsrelieson Layer2 frameinformation. Layer2 VPNs
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canconnectmultiple LAN sgmentsto the sameVPN or
just two CE devices (eitherhostsandrouters,or Layer-2
switches)[2]. Finally, Layer1l VPNs connecta number
of CE network elementswith Layer1 point-to-pointlinks
basedneitheropticalor Time Division Multiplexing tech-
nologies.Multiple independentayer1 VPNs cancoexist
onthe samephysicalinfrastructure.

In what follows, we shov how on-demandvPNs can
provide usefulserviceso Grids. We initially illustratethe
benefitsof supportingdifferent VPN servicesin various
Grid scenariosandwe explain why dynamicprovisioning
of VPN servicesis importantin Grids. In the last part of
the paper we focus on the problemof network resource
representatiom Grid InformationServiceqGIS), andwe
shav how this can assistresourcebrokers during service
discovery andmatchmaking.

VIRTUAL PRIVATE NETWORKSAND
GRIDS

VPNs are applicableto Grids in several different sce-
narios. VPNs can offer securityand privacy to both Grid
applicationsanddatamanagemengervicesor large-scale
Grid file transferswhich rely on storageaccesrotocols
not providing securityandprivagy. In fact, VPNscansup-
port confidentialityand integrity by meansof dataisola-
tion, i.e. by separatingn intermediatdforwardingdevices
theforwardingcontrolplane the signallingandtherouting
informationof eachVPN.

Layer3 VPNSs can provide differenttraffic forwarding
behaiors acrossthe sharedpublic infrastructure. This is
achieved by associatingpriority levelsto the paclketsthat
are exchangedon specifictunnelinstances.In the shared
sectionof the forwarding paths, guaranteesre enforced
by differentiationmechanismsuchasclassificationpolic-
ing, shapingandscheduling For instancejn MPLS-based
VPNSs, classificationis basedon three-bitcodepointscar
ried in the experimentalfield of the MPLS Shim Header
[3]. Differentiatedforwardingbehaiors aretodayviable
andthe DifferentiatedServicegDiffServ) architecturg4]
is currently supportedby several EuropeanResearchand
EducationNetworks. LessthanBestEffort (LBE) andIP
Premium([5, 6] are examplesof IP-basedservicesoffered
by theEuropeanranspornetwork GEANT. In caseof con-
gestion,the former servicesupportshigh-endapplications
by allocatingtheentireamountof bandwidthto paclet-loss
sensitve traffic. Corversely IP Premiumconstantlymini-
mizesboth paclet-lossand one-way delaywhile alsosup-
portingguaranteetbandwidth.



DiffServ servicescan be integratedin Grids to achieve
high-performancein data transmissionsamong critical
computingand storagenodes. This givesthe possibility
to establisha relationshipof virtual closenes$7] between
Grid servicesthat can drive the behavior of brokersdur-
ing the resourcediscovery phase. The resourcebroker
schedulingpoliciestypically dispatchjobsto the Comput-
ing Elements(CEs)thatcanretrieve input files from local
StorageElements(SEs). Unfortunately the effect of this
schedulingpolicy is the concentratiorof the workloadon
the Grid sitesthat hostlarge datastoragefacilities. With
QoS-capablé/PNsdirectly linking small Grid domainsto
the larger Grid datasourcesa numberof remoteSEscan
be classifiedasclose This resultsin anincreasinguseof
small computingsitesand, consequentlyin a more effi-
cientworkloaddistribution. In this way, not only comput-
ing resourceganbe usedmoreefficiently, but alsothe de-
ploymentof network capacitycanbe optimized,asin this
scenarioextensie datareplicationacrossGrids is not re-
quired.

Not only Layer3, but also Layer2 VPNs can be suc-
cessfullyappliedto Grids, asthey canhelpto bypasdire-
walls in orderto prevent the performancepenaltiesthat
typically negatively affect data-intensie high-endappli-
cations. Layer2 VPNs can also be usedto dynamically
clustergeographicalldispersedesource®elongingto the
sameGrid Virtual Organization.

Thereplicationof large datafiles in wide areaGridscan
beassistedyy thedynamicestablishmemnf opticalLayer1
VPNs offering high-speedinks betweerfew well-defined
Grid nodes. The useof a dedicatedhigh-speeccommu-
nicationchanneffor single-flov datatransmissionsavoids
contentionbetweenmultiple concurrentstreamsand, con-
sequentlyimprovestheefficiengy of reliabletransporipro-
tocolsthataresensitve to lossrateandlosspattern,espe-
cially in high-speedong-haulnetworks[8]. In particular
in caseof opticalLayer1 VPNs,WavelengttDivision Mul-
tiplexing andtunabletechnolagiesin combinationwith op-
tical switching canprovidedynamiccontrol andallocation
of bandwidthat the fiber, wavelengthband,wavelengttor
sub-wavelengtigranularity in optical circuit, burst, or op-
tical padket systemg9]. Layerl VPNsrequireGrid cus-
tomersto beresponsibldor themanagemerandcontrolof
theLayer1 network infrastructure In addition,on-demand
opticalLayer1 VPNscanoffer relatively low lateng anda
large amountof low costbandwidthwhich howeverneeds
to be provisionedand scheduledon-demand. The avail-
ability of standardprotocolsfor routing, establishmenof
end-to-engathsandconfiguration/controbf opticalcross-
connectsis essential.

DYNAMIC ALLOCATION AND ADVANCE
RESERVATION

Scalabilityis aninherentpropertyof Grid systemsand
it is one of the main factorsthat drive their design. Con-
sequentlyin orderto effectively useVPNs in large-scale

Grids(e.g.,to be capableto addressanincreasingnumber
of useraubiquitously) stableandscalable/PN servicesare
necessarj10]. Dynamicprovisioningis neededn orderto
reducananagementoststogethemwith thenumberof Grid
VPNsthatthe public network have to supportconcurrently

Dynamicprovisioningrelieson the availability of asuite
of protocolswhich performdiscovery of availableservices,
agreementnegotiation and agreementestablishmente-
tweeninitiators (the Grid useror proxy) andproviders(e.g.
Grid resourcebrokers). Of course a control plane— capa-
ble of establishingmanagingandtearingdown services-
is necessaryor the actualprovisioningof the service[11].

Advanceresenationis a mechanisnthat allows a user
to requestexclusive accessfor a specifictime interval in
thefuture, to a setof serviceshat satisfy specificrequire-
ments.Theuserwhoissuesanadwanceresenationrequest,
hasto be authenticate@ndauthorizedon the basispolicy
rules. The actualresourceallocationis performedby are-
sourcemanagethat hidesthe compleity of theresource-
specificallocationtasks. During the resenation life cy-
cle, the Information Serviceoffers vital informationin a
numberof resenation phaseslin particular duringthere-
sourcediscovery, it providesthelist of resourcanstances
that satisfythe requirementsandfor eachinstance jnfor-
mationaboutits propertiesandtheir correspondinguthen-
tication/authorizatioomanager

In thefollowing, we proposeanapproacho scalableon-
demandVPN servicesfor Grids. In particular we detail
how serviceallocationrequestsare expressecand we il-
lustrateour Grid network resourceabstractionis usedfor
servicediscovery. Detailedinformationon the overall ar
chitectureand heterogeneouresourcemanagementech-
niquesis providedin [12].

PATH ELEMENT

On-demandillocationof VPN servicesequirestheini-
tial discovery of resourceavailability. Grid middlewvare
supportghis by relying oninformationmodelsresponsible
for capturingstructuresand relationshipsof the involved
entities. Abstractionsare necessaryor information pub-
lishingin theGIS.

Severalaretheentitiesto berepresentetbr VPN service
discovery: the servicesandgeneralcapabilitiesofferedon
network paths the agreemenproviders— contactedduring
requessubmissionandthemanaer serviceqalsoknown
asserviceproviders)-responsibldor enforcingtheagreed
serviceguaranteesln whatfollows we concentraten the
issueof resourcaepresentation.

To copewith theheterogeneitpf thenetwork infrastruc-
turewhenmakingadwanceresenations,we proposea new
technology-independemitwork resourceabstractionthe
Path. The Path definition is basedon the notion of Path
Element(PE). The PE providesunidirectionalconnectvity
betweentwo network nodes wherethe network nodecan
represena singledevice (e.g.,anend-systemarouteror a
switch)or anetwork domain(e.g.,anAutonomousSystem,
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anIP network or LAN).

Therepresentatioof the PEin the GIS needdo capture
bothgenerabndtechnology-dependeptopertiesasillus-
tratedin the Unified Modeling Languageclassdiagramin
Figure 1. Thelist of generalattributesincludes: the PE
unique identifier, the managerserviceend-point,the PE
type — it identifiesthe servicessupportedsuchas MPLS,
DiffSery Light Path, etc. — and metricssuchasthe maxi-
mumavailablebandwidth.

The PE class is a generalization from which
technology-dependentlassesare derived. Figure 1
provides some examples. The instancesof the Layer3
DiffServPathElement classarecharacterizedy the at-
tribute ServiceType (e.g.,IP Premium LBE, Best-efort,
etc.). Similarly, the Layer2/3 LSPPathElement class
hasinstanceswhich differ abouttheir servicetype. The
LayerlLighPathElement classis usedto representigh
Paths.

We defineanadditionalnovel abstractiorcalledDomain
to represenmembershipndtopologyinformation. It de-
scribesa collectionof networkedresources PEscancon-
necteitherto end-systemesr domains. Eachdomaincan
hostseveral PE terminationpoints,onefor eachPE associ-
atedwith it. To representhis abstractionyve introducethe
Domain classandthe network Resource memberclass.

The Domain andthe Resourceclassare both uniquely
identifiedby anURI. The Domainclasshastwo PEassoci-
ations,onereferringto thePEasa source andtheotherre-
ferringto it asadestination (seeFigurel). In presence
of oneor more PE sourceterminationpoints,resourcesn
the sourcedomainareentitledto usethe PEVPN services
only for outgoingtraffic, as PEsare unidirectional. Sim-
ilarly, in caseof oneor more PE destinationtermination
points,the useof PE VPN servicess restrictedto incom-
ing traffic.

The proposednetwork resourceabstractionis special-
izedin theGridService classwhichis associategvith an
inheriteduniqueidentifier. Thisclassis apotentialmerging
pointwith the GLUE Schemd13], asthe Grid servicecan
be subsequentlgpecializedn the CE andSE concepts.

A prototype of the classesherein proposedwas im-
plementedandintegratedwith a GIS experimentalsener
supporting the Globus Monitoring and Discovery Ser
vice (MDS), version 2 [14]. This requiredthe use of
the Lightweight Directory AccessProtocol (LDAP) data
modelandwasimplementedn complianceo therulesthat
map the GLUE Schemainto the LDAP datamodel (see
[15]). In thefollowing, two LDAP queriesare presented.
Thefirstoneshovsthe LDAP queryneededo retrieve SEs
andtheir domainmembershiplt requiresthe extensionof
the SE GLUE schemaby the additionof the domaincon-
ceptandof the uniquelD. The secondone allows the re-
trieval of thelist of DiffServPEswhosedestinatiordomain
is equalto a specificstring(e.g./infn/cnaf).

ldapsearch -h hostname -p 2135 -x -b
"mds-vo-name=local,o=grid"
’ (objectclass=GlueSE)’
GlueSEUniqueID GlueSEDomainURI"

ldapsearch -h hostname -p 2135 -x -b
"mds-vo-name=local,o=grid"
’ (& (objectclass=GluePE) (GluePEType=1sp_diffserv)
(GluePEDestinationDomain=/infn/cnaf))’

In our prototypeGrid serviceseedto beawareof theirdo-
mainmembershipvith regardsto the PEs.Theclassdefini-
tion approactpresentedhereis oneof the possiblechoices
to representesourcemembership.Alternative solutions,
wherethe relationshipis representeihdependenthof the
serviceitself, arepossible.

PATH DISCOVERY

In our proposal, VPN service requestsare submitted
to a Grid resourcebroker responsiblefor performingre-
sourcediscovery. Therequesincludesthe servicedescrip-
tion terms,which aresubsequentlgxtractedby the broker
andareprovidedin inputto the Matchmaler, accordingto
the DataGridWorkload Managerarchitecturedescribedn
[16].

Serviceattributescan be groupedinto four major cate-
gories. Of course thelist is non-exhaustve and more at-
tributescanbe addedfor afine granularityresourcematch.

1. Type: attributesin this group provide information
aboutthe Typeof theresenation(which canbeatomic
or compound). Other type attributes in this cate-
gory distinguish service requestsfrom job submis-
sion requests. The Serviceype specifiesthe type
of the servicedependingon the servicename. For
example, in caseof service name equal to “Net-
work_LSP”, the typescanbe: “IP_Premium”, “Best-
Effort”, “Less BestEfort”, “Invalid”, “Other”, etc.

2. Time: they provide the time informationof thereser
vation. Someattributesof this groupare: AllocStart-
Now, AllocEndinfinite AllocStartTme, AllocEndTme
andAlloDurationTime

3. Application: attributesin this cateyory specifythein-
formationthatis specificto a servicerequestnstance,



suchasservicerun-timeproperties Examplesof run-
time propertiesarethe TCP/UDPportnumbers|P ad-
dressesandprotocoltypes.

4. Service Properties: they include the specific met-
rics that quantitatvely describethe service agree-
mentspecification.Eachservicehasits own domain-
specificparameters.

Within the WorkloadManagerService the Matchmaler
relieson matchmakingandrankingalgorithmsin orderto
determinghelist of suitableCEsfor agivenjob. Thebest
CE in the list will be the onein chage for running and
completingthe job. For example,the matchmakingalgo-
rithm in [16] adoptsdifferentdiscovery strateiesin three
scenarios:directjob submissiorandjob submissiorwith
or without data-accesgequirements.Thesematchmaking
ruleshave beenchangedn orderto copewith theintroduc-
tion of the PE.In particulayr new matchmakingandranking
rules have beendefinedfor the selectionof CE/SEpairs,
which considettheavailability of Layer3 VPN serviceon
PEsconnectingemoteCEsandSEswhenmakingchoices.

EXPERIMENTAL RESULTS

MPLS-basedLayer2 VPNs with DiffServ QoS have
beentestedbothonadedicatedhetwork infrastructurecon-
necting Geneva and Chicagoand acrossproductionnet-
works (GARR, the national researchand educationnet-
workin Italy), andGEANT connectindNFN CNAF (Italy)
and CERN (Switzerland). We were ableto demonstrate
thatthe VPN servicesfor Grids proposechereareviable.
In particular end-systematINFN andCERNcouldbedy-
namically configuredto be part of one or multiple Layer
2 VPNs at the sametime, and different VLANs were set
up dynamically with different packet forwarding beha-
iors. On-demandVIPLS connectiity relied on the pres-
enceof two staticpaths:an IP PremiumpathandanLBE
path, whoseattributeswere provided by the experimental
GIS describedin this paper Traffic exchangedbetween
hostson the IP PremiumVLANs was successfullypro-
tectedfrom congestiorcausedyy competingtraffic on the
LBE VLANS.

CONCLUSION

In this paper we have illustrateda numberof different
applicationscenario®f VPN servicedor Grid applications
and middleware. Extensiongo existing Grid servicesare
neededto implementon-demandvPN servicesin Grids.
We have proposedrariousentity abstractionsvhichneedo
be supportedy the GIS in orderto assistresourcebrokers
duringtheresourcediscorery phasethe PathElementthe
Domain,the Resourceandthe Grid Service.We have out-
lined the characteristicef our prototypebasedon the pro-
posedresourceabstractiorhierarchy This prototypewas
successfullyestedfor makingadvanceresenationsof dif-
ferentVPN servicesn alargescalenetwork infrastructure.
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