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Abstract

Quality of Servicedeliveredto Grids by packet-switched
networks, is one of the most important factorsaffecting
performanceandefficiency of both Grid applicationsand
middleware.TheuseVirtual PrivateNetwork servicescan
improvetheoverallperformanceof Gridsin many respects.
In this paper, we show how thesecurity, privacy andQual-
ity of Serviceofferedby scalableon-demandVPN services
canbeappliedin large-scaleGrid scenarios.We proposea
novel network resourceabstractionfor resourcediscovery
of on-demandVirtual PrivateNetworks. It is implemented
in a Grid Information Serviceprototypewhich was suc-
cessfullytestedbothon dedicatedinfrastructuresandpro-
ductionnetworks.1

INTRODUCTION

Virtual PrivateNetwork (VPN) isagenerictermwhichis
usedto referto thecapabilityof bothprivateandpublicnet-
works to supporta communicationinfrastructureconnect-
ing geographicallydispersedsites,whereuserscancom-
municateamongthem as if they were in a private net-
work [1]. In VPNs the differentgroupsof usersarecom-
pletely transparentto eachother. VPNs can be imple-
mentedby differentenablingtechnologiesatvariouslevels
of the OpenSystemInterconnectionreferencemodel (at
Layer-3, Layer-2 andLayer-1) andcansupportavarietyof
traffic modelsandservicesthatcanincreasetheefficiency
andperformanceof Grid infrastructures,asexplainedin the
following section.

Layer-3 VPNs interconnectsetsof hosts and routers
basedon Layer-3 addresses[2]. This requiresthe VPN
tunnelsusedfor traffic forwarding, to be terminatedby
PE equipmentandthe traffic forwardingto be only based
on information conveyed in fields from Layer-3 headers.
Layer-3 VPN routerssupporta completeanddistinct logi-
cal router for eachVPN. Unlike the former case,Layer-2
VPN servicesareusedto emulatethefunctionalityof aLo-
cal AreaNetwork (LAN) in large-scalescenarios.Layer-2
VPNs offer the possibility to extendthe traditionally lim-
ited LAN reachto the wide area; in this way geograph-
ically remotenodescanbe virtually connectedas if they
werepartof thesameLAN. Traffic forwardingin Layer-2
VPNsrelieson Layer-2 frameinformation.Layer-2 VPNs
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canconnectmultiple LAN segmentsto the sameVPN or
just two CE devices(eitherhostsandrouters,or Layer-2
switches)[2]. Finally, Layer-1 VPNs connecta number
of CE network elementswith Layer-1 point-to-pointlinks
basedoneitheropticalor TimeDivisionMultiplexing tech-
nologies.Multiple independentLayer-1 VPNscancoexist
on thesamephysicalinfrastructure.

In what follows, we show how on-demandVPNs can
provide usefulservicesto Grids. We initially illustratethe
benefitsof supportingdifferent VPN servicesin various
Grid scenariosandwe explain why dynamicprovisioning
of VPN servicesis importantin Grids. In the last part of
the paper, we focus on the problemof network resource
representationin Grid InformationServices(GIS),andwe
show how this canassistresourcebrokersduring service
discoveryandmatchmaking.

VIRTUAL PRIVATE NETWORKS AND
GRIDS

VPNs are applicableto Grids in several different sce-
narios. VPNs canoffer securityandprivacy to both Grid
applicationsanddatamanagementservicesfor large-scale
Grid file transferswhich rely on storageaccessprotocols
not providing securityandprivacy. In fact,VPNscansup-
port confidentialityand integrity by meansof dataisola-
tion, i.e. by separatingin intermediateforwardingdevices
theforwardingcontrolplane,thesignallingandtherouting
informationof eachVPN.

Layer-3 VPNs can provide different traffic forwarding
behaviors acrossthe sharedpublic infrastructure.This is
achieved by associatingpriority levels to the packets that
areexchangedon specifictunnel instances.In the shared
sectionof the forwarding paths,guaranteesare enforced
by differentiationmechanismssuchasclassification,polic-
ing, shapingandscheduling.For instance,in MPLS-based
VPNs,classificationis basedon three-bitcodepointscar-
ried in the experimentalfield of the MPLS Shim Header
[3]. Dif ferentiatedforwardingbehaviors are todayviable
andthe DifferentiatedServices(Dif fServ)architecture[4]
is currentlysupportedby several EuropeanResearchand
EducationNetworks. LessthanBestEffort (LBE) andIP
Premium[5, 6] areexamplesof IP-basedservicesoffered
by theEuropeantransportnetwork GEANT. In caseof con-
gestion,the formerservicesupportshigh-endapplications
by allocatingtheentireamountof bandwidthto packet-loss
sensitive traffic. Conversely, IP Premiumconstantlymini-
mizesbothpacket-lossandone-way delaywhile alsosup-
portingguaranteedbandwidth.



DiffServ servicescanbe integratedin Grids to achieve
high-performancein data transmissionsamong critical
computingand storagenodes. This gives the possibility
to establisha relationshipof virtual closeness[7] between
Grid servicesthat can drive the behavior of brokersdur-
ing the resourcediscovery phase. The resourcebroker
schedulingpoliciestypically dispatchjobsto theComput-
ing Elements(CEs)thatcanretrieve input files from local
StorageElements(SEs). Unfortunately, the effect of this
schedulingpolicy is the concentrationof the workloadon
the Grid sitesthat host large datastoragefacilities. With
QoS-capableVPNsdirectly linking smallGrid domainsto
the largerGrid datasources,a numberof remoteSEscan
be classifiedasclose. This resultsin an increasinguseof
small computingsitesand, consequently, in a more effi-
cientworkloaddistribution. In this way, not only comput-
ing resourcescanbeusedmoreefficiently, but alsothede-
ploymentof network capacitycanbeoptimized,asin this
scenarioextensive datareplicationacrossGrids is not re-
quired.

Not only Layer-3, but also Layer-2 VPNs can be suc-
cessfullyappliedto Grids,asthey canhelp to bypassfire-
walls in order to prevent the performancepenaltiesthat
typically negatively affect data-intensive high-endappli-
cations. Layer-2 VPNs can also be usedto dynamically
clustergeographicallydispersedresourcesbelongingto the
sameGrid Virtual Organization.

Thereplicationof largedatafiles in wideareaGridscan
beassistedby thedynamicestablishmentof opticalLayer-1
VPNsoffering high-speedlinks betweenfew well-defined
Grid nodes. The useof a dedicatedhigh-speedcommu-
nicationchannelfor single-flow datatransmissions,avoids
contentionbetweenmultiple concurrentstreamsand,con-
sequently, improvestheefficiency of reliabletransportpro-
tocolsthataresensitive to lossrateandlosspattern,espe-
cially in high-speedlong-haulnetworks [8]. In particular,
in caseof opticalLayer-1 VPNs,WavelengthDivisionMul-
tiplexingandtunabletechnologiesin combinationwith op-
tical switchingcanprovidedynamiccontrol andallocation
of bandwidthat thefiber, wavelengthband,wavelengthor
sub-wavelengthgranularity in optical circuit, burst,or op-
tical packet systems[9]. Layer-1 VPNs requireGrid cus-
tomersto beresponsiblefor themanagementandcontrolof
theLayer-1network infrastructure.In addition,on-demand
opticalLayer-1 VPNscanoffer relatively low latency anda
largeamountof low costbandwidth,which howeverneeds
to be provisionedand scheduledon-demand. The avail-
ability of standardprotocolsfor routing, establishmentof
end-to-endpathsandconfiguration/controlof opticalcross-
connects,is essential.

DYNAMIC ALLOCATION AND ADVANCE
RESERVATION

Scalability is an inherentpropertyof Grid systemsand
it is oneof the main factorsthat drive their design. Con-
sequently, in order to effectively useVPNs in large-scale

Grids(e.g.,to becapableto addressan increasingnumber
of usersubiquitously),stableandscalableVPNservicesare
necessary[10]. Dynamicprovisioningis neededin orderto
reducemanagementcoststogetherwith thenumberof Grid
VPNsthatthepublicnetwork haveto supportconcurrently.

Dynamicprovisioningreliesontheavailability of asuite
of protocolswhichperformdiscoveryof availableservices,
agreementnegotiation and agreementestablishmentbe-
tweeninitiators(theGrid useror proxy)andproviders(e.g.
Grid resourcebrokers).Of course,a controlplane– capa-
ble of establishing,managingandtearingdown services–
is necessaryfor theactualprovisioningof theservice[11].

Advancereservation is a mechanismthat allows a user
to requestexclusive access,for a specifictime interval in
the future, to a setof servicesthatsatisfyspecificrequire-
ments.Theuserwhoissuesanadvancereservationrequest,
hasto beauthenticatedandauthorizedon the basispolicy
rules. Theactualresourceallocationis performedby a re-
sourcemanagerthathidesthecomplexity of theresource-
specificallocation tasks. During the reservation life cy-
cle, the Information Serviceoffers vital information in a
numberof reservationphases.In particular, during there-
sourcediscovery, it providesthe list of resourceinstances
that satisfythe requirements,andfor eachinstance,infor-
mationaboutits propertiesandtheircorrespondingauthen-
tication/authorizationmanager.

In thefollowing,weproposeanapproachto scalableon-
demandVPN servicesfor Grids. In particular, we detail
how serviceallocationrequestsare expressedand we il-
lustrateour Grid network resourceabstractionis usedfor
servicediscovery. Detailedinformationon the overall ar-
chitectureandheterogeneousresourcemanagementtech-
niquesis providedin [12].

PATH ELEMENT

On-demandallocationof VPN servicesrequirestheini-
tial discovery of resourceavailability. Grid middleware
supportsthisby relyingon informationmodelsresponsible
for capturingstructuresand relationshipsof the involved
entities. Abstractionsarenecessaryfor informationpub-
lishing in theGIS.

Severalaretheentitiesto berepresentedfor VPN service
discovery: theservicesandgeneralcapabilitiesofferedon
network paths,theagreementproviders– contactedduring
requestsubmission,andthemanager services(alsoknown
asserviceproviders)– responsiblefor enforcingtheagreed
serviceguarantees.In what follows we concentrateon the
issueof resourcerepresentation.

To copewith theheterogeneityof thenetwork infrastruc-
turewhenmakingadvancereservations,we proposea new
technology-independentnetwork resourceabstraction:the
Path. The Path definition is basedon the notion of Path
Element(PE).ThePEprovidesunidirectionalconnectivity
betweentwo network nodes,wherethe network nodecan
representa singledevice (e.g.,anend-system,a routeror a
switch)or anetwork domain(e.g.,anAutonomousSystem,
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Figure1: PEInformationModel

anIP network or LAN).
Therepresentationof thePEin theGISneedsto capture

bothgeneralandtechnology-dependentproperties,asillus-
tratedin theUnified ModelingLanguageclassdiagramin
Figure 1. The list of generalattributesincludes: the PE
unique identifier, the managerserviceend-point, the PE
type – it identifiesthe servicessupportedsuchasMPLS,
DiffServ, Light Path,etc. – andmetricssuchasthemaxi-
mumavailablebandwidth.

The PE class is a generalization from which
technology-dependentclassesare derived. Figure 1
provides someexamples. The instancesof the Layer-3KMLONPNRQTSVUPWPXZY\[T]R^`_TSbaMSdcR[

classarecharacterizedby theat-
tribute

QPS\UPWMLTe\S\fPgTh`S
(e.g.,IP Premium,LBE, Best-effort,

etc.). Similarly, the Layer-2/3 i QVXPXZYV[V]R^`_TSjakS\cR[ class
hasinstanceswhich differ abouttheir servicetype. The
Layer-1 i LjlT]RXZY\[T]R^`_TSbaMS\cR[ classis usedto representLigh
Paths.

Wedefineanadditionalnovel abstractioncalledDomain
to representmembershipandtopologyinformation. It de-
scribesa collectionof networkedresources.PEscancon-
necteither to end-systemsor domains. Eachdomaincan
hostseveralPEterminationpoints,onefor eachPEassoci-
atedwith it. To representthisabstraction,we introducetheKZmjaMYnLoc

classandthenetwork p S`q\m\rPUke\S memberclass.
The Domain and the Resourceclassareboth uniquely

identifiedby an sRpMt . TheDomainclasshastwo PEassoci-
ations,onereferringto thePEasa

qdm\rRUke\S
andtheotherre-

ferring to it asa u S`qj[MLbc`YV[kLdm\c (seeFigure1). In presence
of oneor morePEsourceterminationpoints,resourcesin
thesourcedomainareentitledto usethePEVPN services
only for outgoingtraffic, asPEsareunidirectional. Sim-
ilarly, in caseof oneor more PE destinationtermination
points,theuseof PEVPN servicesis restrictedto incom-
ing traffic.

The proposednetwork resourceabstractionis special-
izedin the v UkL u QPSVUTWMLTe\S class,whichis associatedwith an
inheriteduniqueidentifier. Thisclassis apotentialmerging
point with theGLUE Schema[13], astheGrid servicecan
besubsequentlyspecializedin theCE andSEconcepts.

A prototype of the classesherein proposedwas im-
plementedandintegratedwith a GIS experimentalserver
supporting the Globus Monitoring and Discovery Ser-
vice (MDS), version 2 [14]. This required the use of
the Lightweight Directory AccessProtocol (LDAP) data
modelandwasimplementedin complianceto therulesthat
map the GLUE Schemainto the LDAP datamodel (see
[15]). In the following, two LDAP queriesarepresented.
Thefirst oneshowstheLDAP queryneededto retrieveSEs
andtheir domainmembership.It requirestheextensionof
the SE GLUE schemaby the additionof the domaincon-
ceptandof the uniqueID. The secondoneallows the re-
trieval of thelist of DiffServPEswhosedestinationdomain
is equalto a specificstring(e.g. w LbcZNVc w ejc`YTN ).
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In ourprototypeGrid servicesneedto beawareof theirdo-
mainmembershipwith regardsto thePEs.Theclassdefini-
tion approachpresentedhereis oneof thepossiblechoices
to representresourcemembership.Alternative solutions,
wherethe relationshipis representedindependentlyof the
serviceitself, arepossible.

PATH DISCOVERY

In our proposal,VPN service requestsare submitted
to a Grid resourcebroker responsiblefor performingre-
sourcediscovery. Therequestincludestheservicedescrip-
tion terms,which aresubsequentlyextractedby thebroker
andareprovidedin input to theMatchmaker, accordingto
theDataGridWorkloadManagerarchitecturedescribedin
[16].

Serviceattributescanbe groupedinto four major cate-
gories. Of course,the list is non-exhaustive andmoreat-
tributescanbeaddedfor afinegranularityresourcematch.

1. Type: attributes in this group provide information
abouttheTypeof thereservation(whichcanbeatomic
or compound). Other type attributes in this cate-
gory distinguishservicerequestsfrom job submis-
sion requests. The ServiceType specifiesthe type
of the servicedependingon the servicename. For
example, in case of service name equal to “Net-
work LSP”, the typescanbe: “IP Premium”,“Best-
Effort”, “Less BestEffort”, “Invalid”, “Other”, etc.

2. Time: they provide thetime informationof thereser-
vation. Someattributesof this groupare: AllocStart-
Now, AllocEndInfinite, AllocStartTime, AllocEndTime
andAlloDurationTime.

3. Application: attributesin thiscategoryspecifythein-
formationthatis specificto aservicerequestinstance,



suchasservicerun-timeproperties.Examplesof run-
timepropertiesaretheTCP/UDPportnumbers,IP ad-
dresses,andprotocoltypes.

4. Service Properties: they include the specific met-
rics that quantitatively describethe service agree-
mentspecification.Eachservicehasits own domain-
specificparameters.

Within theWorkloadManagerService,theMatchmaker
relieson matchmakingandrankingalgorithmsin orderto
determinethelist of suitableCEsfor a givenjob. Thebest
CE in the list will be the one in charge for running and
completingthe job. For example,the matchmakingalgo-
rithm in [16] adoptsdifferentdiscovery strategiesin three
scenarios:direct job submissionandjob submissionwith
or without data-accessrequirements.Thesematchmaking
ruleshavebeenchangedin orderto copewith theintroduc-
tion of thePE.In particular, new matchmakingandranking
ruleshave beendefinedfor the selectionof CE/SEpairs,
whichconsidertheavailability of Layer-3 VPN serviceson
PEsconnectingremoteCEsandSEswhenmakingchoices.

EXPERIMENTAL RESULTS

MPLS-basedLayer-2 VPNs with DiffServ QoS have
beentestedbothonadedicatednetwork infrastructurecon-
nectingGeneva and Chicagoand acrossproductionnet-
works (GARR, the national researchand educationnet-
work in Italy), andGEANTconnectingINFN CNAF (Italy)
and CERN (Switzerland). We were able to demonstrate
that the VPN servicesfor Grids proposedhereareviable.
In particular, end-systemsat INFN andCERNcouldbedy-
namicallyconfiguredto be part of oneor multiple Layer-
2 VPNs at the sametime, anddifferentVLANs wereset
up dynamically with different packet forwarding behav-
iors. On-demandMPLS connectivity relied on the pres-
enceof two staticpaths:an IP PremiumpathandanLBE
path,whoseattributeswereprovided by the experimental
GIS describedin this paper. Traffic exchangedbetween
hostson the IP PremiumVLANs was successfullypro-
tectedfrom congestioncausedby competingtraffic on the
LBE VLANs.

CONCLUSION

In this paper, we have illustrateda numberof different
applicationscenariosof VPN servicesfor Grid applications
andmiddleware. Extensionsto existing Grid servicesare
neededto implementon-demandVPN servicesin Grids.
Wehaveproposedvariousentityabstractionswhichneedto
besupportedby theGIS in orderto assistresourcebrokers
duringtheresourcediscoveryphase:thePathElement,the
Domain,theResourceandtheGrid Service.We have out-
lined thecharacteristicsof our prototypebasedon thepro-
posedresourceabstractionhierarchy. This prototypewas
successfullytestedfor makingadvancereservationsof dif-
ferentVPN servicesin a largescalenetwork infrastructure.
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