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• Archive of the physics data

• Provisioned capacity: ~730 PB

• Backup of the business data

• Licensed capacity: ~15 PB

CERN Tape Infrastructure (September 2023)
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98% 2%

CERN Tape Archive (CTA) BACKUP (IBM Spectrum Protect)
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Source: https://cactus-it.co.uk/the-3-2-1-backup-rule/
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Source: https://www.pax8.com/blog/veeamwasabi-immutable-backup/
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Source: https://www.restore.co.uk/Records/Resource-Hub/News/3-2-1-backup-isnt-enough



• Most have onsite backup solution (CERN uses IBM Storage Protect)
• Protection against most use cases, but not in case of a major disaster

• Some sites might have Offsite-Offline backup solution?
• Protection against ransomware and major disaster but requires manual workflow

• Some sites might have Offsite-Online (cloud) backup solution?
• Protection against ransomware and major disaster but has extra cost

Backup of critical organisation data
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• A site will keep it's onsite solution

• Most critical data will be sent offsite to collaborating institution(s)
• Data will be encrypted before sending

• Leverage the existing HEP community data transfer solutions (FTS)

• Offsite-Online (LCG) backup solution
• Protection against ransomware and major disaster

• Cost negligible as reusing existing infrastructure

• Reciprocal approach – ideally:
• Site A backups to B and C

• Site B backups to A and C

• Site C backups to A and B

• Start a pilot with 100 TB (~5 LTO-9 tape cartridges)

Collaboration proposal

March 2024 Title 9



Discussion
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