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EDG Authorization SystemEDG Authorization System
• c u r r e n t  i m p l e m e n t a t i o n  ( V O  L D A P )

� support for multiple VO’s
• f u t u r e  i m p l e m e n t a t i o n

�Virtua l Org a n iz a tion  M emb ersh ip S erv ic e 
( VOM S )
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current implementation (LDAP)current implementation (LDAP)
• S u p p o r t  f o r  u s e r s  b e l o n g i n g  t o  m o r e  t h a n  
o n e  V O
� –v o option to g r i d -p r o x y -i n i t c om m a nd ;
� th e  V O  na m e  is  ins e r te d  in th e  S u b j e c t of  th e  

pr ox y  c e r tif ic a te  ( D f ie l d ) ;
� r e q u ir e s  a  pa tc h  to G l ob u s  c od e  ( a nd  a  c h a ng e  

to m k g r i d m a p ) ;
� u nd e r  te s t th e  inte r a c tion w ith  R B ;
� a v a il a b il ity :  3 0  S e pte m b e r  ’ 0 2 .
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VO Membership ServiceVO Membership Service
1. C l i e n t  a n d  s e r v e r  a u t h e n t i c a t e  t h e m s e l v e s  a n d  e s t a b l i s h  a  s e c u r e  c o m m u n i c a t i o n  c h a n n e l  u s i n g  s t a n d a r d  G l o b u s  A P I .
2 . T h e  C l i e n t  s e n d s  t h e  r e q u e s t  t o  t h e  S e r v e r . 
3 . T h e  S e r v e r  c h e c k s  t h e  r e q u e s t  a n d  s e n d s  b a c k  t h e  r e q u i r e d  i n f o  ( s i g n e d  b y  i t s e l f ) .
4 . T h e  C l i e n t  c h e c k s  t h e  v a l i d i t y  o f  t h e  i n f o  r e c e i v e d .
5 . S t e p s  1—4  a r e  r e p e a t e d  f o r  e a c h  S e r v e r  t h e  C l i e n t  w a n t s  t o  c o n t a c t .
6 . T h e  C l i e n t  c r e a t e s  a  p r o x y  c e r t i f i c a t e  w i t h  a n  e x t e n s i o n  ( n o n  c r i t i c a l )  c o n t a i n i n g  a l l  t h e  i n f o  r e c e i v e d  f r o m  t h e  c o n t a c t e d  V O M S  S e r v e r s .

Query 

A ut h en t i c a t i o n

R eq ues t
Auth
D BVOMS

p s e u d o -
cert

C=IT/O=INFN 
/L =CNA F
/CN=P i n c o  P a l l a
/CN=p r o x y

V O M S
p s eu d o -

cert
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VOMS implementationVOMS implementation
• I n  c o l l a b o r a t i o n  w i t h  C E R N  ( A k o s  F r o h n e r )

� administration interface (API & GUI).
• F e a t u r e s :

� u ses a R D B M S  (cu rrentl y  M y S Q L );
� u sers can b el ong  to g rou p s (no su b g rou p s) and can h av e rol es;
� rep l icas & traceab il ity

� it is always possible to roll-bac k  th e u pd ates;
� mu l tip l e administrators (control l ed b y  AC L ’ s).

• T h e  “ V O M S -e n a b l e d ”  p r o x y  r e q u i r e s  s p e c i a l  h a n d l i n g  a t  t h e  l o c a l  s i t e  ( e . g .  L C A S  p l u g i n ) .
• M o r e  i n f o  o n :

� http: / / c v s . i n f n . i t/ V O M S /
� http: / / ppe w w w . ph. g l a . a c . u k / c g i -b i n / c v s w e b . c g i / e d g -s e c u r i ty -v o m s /
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VOMS availabilityVOMS availability
• u s e r  c l i e n t  ( n e w  c o m m a n d  voms-p r ox y -
i n i t ) :  a v a i l a b l e ( i n t e r a c t i o n  w i t h  R B  t o  b e  
t e s t e d ) ;

• m i g r a t i o n  t o o l s  f r o m  V O  L D A P  s e r v e r s :  
a v a i l a b l e ;

• s e r v e r :  a v a i l a b l e ;
• A P I  &  a d m i n :  3 0  S e p t e m b e r  ’ 0 2 .


