
Andrew M c N a b - S l a s h G ri d,  H T T P S ,  f i l eG ri dS i t e

SlashGrid,  H T T P S an d f ile GridSit e
3 0  O c t o b e r 2 0 0 2

Andrew M c N a b ,  U ni v ers i t y  o f  M a nc h es t er
m c na b @h ep . m a n. a c . u k



Andrew M c N a b  - S l a s h G ri d,  H T T P S ,  f i l eG ri dS i t e - 3 0  O c t  2 0 0 2

Overview

�SlashGrid f ram e w o rk
� c e rt f s f ile sy st e m
�GA C L  A c c e ss C o n t ro l L ist s
� H T T P S
� f ile GridSit e  H T T P S se rv e r
� f ile GridSit e e x am p le s w it h c u rl
� c u rlf s f o r SlashGrid
� “ G-H T T P S”
� H T T P ( S)  as dat a p ro t o c o l t o o ?
�Su m m ary
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SlashGrid ( “ / g rid” )  f ram e w o rk
�SlashGrid is a f ram e w o rk  f o r m ak in g  “ Grid-aw are ”  f ile sy st e m s

� in  particular, f ile s y s te m s  w h e re  G rid  cre d e ntials  no t U nix  U I D  o r G I D  
d e te rm ine  acce s s  to  f ile s

� I n div idu al f ile sy st e m s are  p ro v ide d b y  dy n am ic ally  lo ade d p lu g in s
� co nf ig uratio n in / e tc/ f s tab

� F ile sy st e m s so  f ar:  c e rt f s,  g m ap f s,  ht t p f s an d c u rlf s
�SlashGrid v e rif ie s an d m an ag e s t he  Grid c re de n t ials asso c iat e d w it h 
a U I D  an d m ak e s t his av ailab le  t o  p lu g in s in  an  e f f ic ie n t  w ay .
� C u rre n t ly  u se s GSI  p ro x ie s,  f u ll X 5 0 9  c e rt if ic at e s o r g ridm ap  ( g rid-
m ap f ile  o r P o o l ac c o u n t  g ridm ap dir)
� W ill also  p u ll in f o rm at io n  f ro m  L C M A P S in  f u t u re  v e rsio n s.
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certfs filesystem
�In TB 1, pool accounts create files as the Pool UID

� If Pool UID is recycled, files are now owned by new user of that UID!
� W ith certfs, file access is controlled  b y  per-d irectory  or per-file A C L ’ s 
in term s of certificate sub j ects.
�This m eans that if m y  UID is reused , the new  user can’ t access m y  files 
b ecause their cred entials d on’ t m atch the A C L .
�If I com e b ack  w ith a d ifferent UID, I d o m atch the A C L  since m y G rid  
cred entials are the sam e, and  I can read  m y  old  files.
�certfs uses G A C L  A C L  lib rary , so A C L ’ s can also includ e V O M S  or L DA P 
V O  g roups, C A S  ob j ects or other cred entials supported  b y  G A C L  in the 
future.
�certfs has b een stress tested :  eg  y ou can b uild  a b ootab le L inux k ernel 
in a d irectory  hierarchy  on a certfs filesy stem  ( ~ 10 0 ,0 0 0  operations? )  
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GACL Access Control Lists
�XML format for controlling read, list, write and admin access
� C an sp ecify  D N , LD A P  V O  grou p , V O MS  grou p  or C A S  ob j ects

� Can easily be extended to other credential types
� C  lib gacl is p rov ided to manip u late A C L ob j ects in memory

� perm issions ( eg w rite) ,  credentials ( eg  a D N ) ,  entries and w hole A CL ’ s.
� access f u nctions allow  you  to constru ct and test A CL  com ponents
� aim  f or ef f iciency since A CL  m ay need to be ev alu ated repeatedly
� w ork ing  on J av a im plem entation of  the sam e A P I  

� A im to standardise some form of G A C L A C L’ s th rou gh  G G F  
A u th orisation W G .
� G A C L A P I  intended to insu late ap p lications from ch anges to XML 
rep resentation.
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HTTPS
�HTTPS is an interesting and important protocol for several reasons:

� it is by far the most widely deployed secure protocol
� has a larg e amoun t of hig h q uality software that we could lev erag e
� has ex cellen t in teraction  with F irewalls,  N etwork  A ddress T ran slation  
an d A pplication  P rox ies
� has the potential to solve some of the problems sites have with private I P  

farms
� alon g  with H T T P ,  is the basis for W eb an d G rid S erv ices 

�HTTPS consists of HTTP/ 1 . 1  over an SSL  connection
� security don e by S S L  layer,  usin g  X 5 0 9  certificates ( in cludin g  G S I )

�HTTP/ 1 . 1  ( rfc2 6 1 6 )  and ex tensions lik e W eb D A V ( rfc2 5 1 8 )  h ave a 
rich  set of meth ods ( G E T ,  P U T ,  D E L E T E ,  C O P Y  etc ) h eaders ( “ E x pires: ”  etc )
and E rrors ( “ 4 1 3  R eq u est E ntity  T oo L arg e” )
� so a stan dard way ex ists for man y of the tran sfer operation s we n eed
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fileGridSite
�Read (GET) well supported by HTTPS servers.
�However,  wri te (PU T an d D EL ETE) usually lef t to C GI  prog ram s,  
servlets etc .
� A c c ess c on trol also li m i ted to c li en t I P or HTTP passwords.
� f i leGri dSi te adds Gri d auth ori sati on  an d wri te operati on  support to 
A pac h e
� a cut-d o w n  v e r s i o n  o f  G r i d S i te  ( us e d  f o r  h ttp s : / / m ar i an n e . i n 2 p 3 . f r )
� f i l e  r ath e r  th an  w e b p ag e  o r i e n tate d  ( n o  f an cy  h e ad e r s  o n  H T M L  e tc)
� us e s  G A C L  to  h an d l e  th e  A cce s s  C o n tr o l  L i s ts
� can  w o r k  w i th  m o d _ s s l -G S I  s o  cl i e n ts  can  auth e n ti cate  w i th  a G S I  p r o x y

�Turns an Apache w eb serv er i nt o  a G ri d  H TTP S  f i l eserv er w i t h 
t he k ey  f unct i o nal i t y  o f  a G ri d F TP serv er.
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fileGridSite ex a m p les  w ith  c u rl
�Curl is a standard HTTP/HTTPS command line client (cf  w g et)
� G et a f ile using  G SI  p rox y  in /tmp /x 5 0 9 up _ u1 0 0   

� curl --ca p a t h /e t c/g ri d -s e curi t y /ce rt i f i ca t e s / --ce rt
/t m p /x 5 0 9 up _ u1 0 0 h t t p s : //a . b . co m /e x a m p le 1 . t x t

�Cop y  a f ile to th e f ileG ridSite serv er w ith  HTTP PU T:  
� curl --ca p a t h /e t c/g ri d -s e curi t y /ce rt i f i ca t e s / --ce rt
/t m p /x 5 0 9 up _ u1 0 0  --up lo a d -f i le  /t m p /e x a m p le 2 . t x t  
h t t p s : //a . b . co m /e x a m p le 2 . t x t

� D elete a f ile w ith  HTTP D E L E TE :  
� curl --ca p a t h /e t c/g ri d -s e curi t y /ce rt i f i ca t e s / --ce rt
/t m p /x 5 0 9 up _ u1 0 0  --re q ue s t  D E L E T E
h t t p s : //a . b . co m /e x a m p le 2 . t x t

�Create a directory  w ith  PU T to … / 
� curl --ca p a t h /e t c/g ri d -s e curi t y /ce rt i f i ca t e s / --ce rt
/t m p /x 5 0 9 up _ u1 0 0  --re q ue s t  P U T  h t t p s : //a . b . co m /n e w d i r/
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curlfs fo r S la sh G ri d
�curl is built on top of a general library, libcurl

� handles persistent HTTP and HTTPS connections, SSL setup etc
� T o ad d  H T T P  and  H T T P S  filesystem s to S lash G rid , h av e m ad e a 
libcurl filesystem  plugin: curlfs
� T h is m aps parts of th e U R L  space into th e local filesystem :

� https: //a. b . com /new dir/ - - - >  /g rid/https/a. b . com /new dir/
� W ork s w ith  any stand ard  H T T P  or H T T P S  serv er

� rpm -i  / g ri d / h t t p/ d a t a g ri d . i n 2 p3 . f r/ d i s t ri b u t i o n / g l o b u s / b e t a -2 1 / R P M S / *
� S lash G rid fram ew ork  prov id es G S I  prox y or full cert/ k ey to curlfs
so it can m ak e auth enticated  req uests.
� W rite w ith  H T T P / 1 . 1  P U T  and  D E L E T E  being ad d ed  to curlfs

� W ill com plem ent f ileG ridSite support f or these on serv er side 
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“G-H T T P S ”
�A proposal for backwards compatible extensions to HTTPS

� being discussed on wp2-sec a nd wp7 -secur it y  l ist s
�Adds G SI  proxy  deleg ation to HTTPS u sing  additional meth ods ( eg  
PU T-PR O X Y )  and h eaders ( eg  D eleg ation-I D )
�Allows serv ices to retu rn g eneralised metadata in h eaders or by  U R L

� init ia l l y  t h is a l l ows ser v ices t o r et ur n t h e G A C L  A C L  of  a  r esponse f or  
m or e ef f icient  ca ch ing ( ie sh a r ing ca ch ed copies wit h  ot h er  user s. )

�Aim is to av oid breaking  existing  HTTPS sy stems and to ach iev e “ pass 
th rou g h ”  compatibility :
� ev en if  H T T P S  cl ient  or  ser v er  sof t wa r e doesn’ t  under st a nd ex t ensions,  

t h ey  ca n m a k e t h em  a v a il a bl e t o t h e a ppl ica t ion wh ich  does 
�Ag ree common extensions for u se by  G rid Serv ices people 
( W P2 / W P3 )  and file access people ( W P5 / W P6 )   Th en -->  G G F .
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HTTP(S) as data protocol too?
�HTTP(S) has a large amount of high quality software we can leverage
� I t is sup p orted  b y ex isting web  b rowsers (email my j ob  outp ut U R L ? )
� I t work s well with F irewalls (j ust one p ort),  N A T (one way connection) 
and  Prox y Servers (Squid  etc alread y availab le. )
� I t can b e ex tend ed  to d o “ G rid  things”  lik e d elegation:  G -HTTPS
�Should  b e straightforward  to ad d  to Storage E lement

� Much of SE prototyping was done with HTTPS
� I t can sup p ort ap p lication-level multip le streams and  strip ing b y using 
the stand ard  R ange:  head er to set up  many p artial fetches.
� A  l ot of web sites run repl icated/ cl ustered serv er farm s for HTTP( S)

� K ernel-b ased  HTTP servers lik e tux  and  k http d  are very efficient
� negotiate in HTTPS,  then get R edirect:  to HTTP transfer U R L  for data? ?
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Summary
�SlashGrid p ro v ide s f ram e w o rk  f o r Grid-aw are  f ile sy st e m s
� c e rt f s f ile sy st e m  p ro v ide s lo c al disk  st o rag e  c o n t ro lle d b y  Grid 

c re de n t ials 
� resolves Pool Account recycling problem

�GA C L  A c c e ss C o n t ro l L ist s su p p o rt  D N , V O M S, C A S e t c
� f ile GridSit e  H T T P ( S)  se rv e r has b e e n  w rit t e n

� supports rea d / w rite w ith  sta nd a rd  utilities lik e curl
� c u rlf s w rit t e n  f o r SlashGrid:  m ap s U R L ’ s in t o  f ile sy st e m
� “ G-H T T P S”  p ro p o sal f o r Grid e x t e n sio n s t o  H T T P S
� H T T P S m ay  b e  a v iab le  alt e rn at iv e  t o  GridF T P , e v e n  f o r dat a
�So u rc e  c o de  f o r SlashGrid, GA C L , f ile GridSit e , c u rlf s is in  E D G C V S
�Se e  ht t p : //w w w . g ridp p . ac . u k /au t hz / f o r m o re  de t ails


