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Account management issues

�EDG currently uses Globus2 gatekeepers and file servers, and 
Globus’ s GS I  m odel for auth entication.

� A uth oriz ation is provided by sim ple tex t file w ith  certificate nam es 
and corresponding local U nix  account nam es.

� / etc/ grid- security/ grid- m apfile consisting of lines like:
“ / O = Grid/ O = U K H EP / O U = h ep. m an. ac. uk/ C N = A ndrew M cN ab”  

m cnab

� A t th e start of th e proj ect, site adm inistrators ex pressed concerns 
about h aving to m anually m aintain accounts and grid- m apfile 
entries.

� L uca h as already discussed h ow  w e m aintain th e grid- m apfile from  
auth oriz ation inform ation publish ed by V irtual O rganisations.

� B ut th is still leaves problem  of creating a static, nam ed account for 
each  T estbed user at each  T estbed site.
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Pool Accounts

�Aim to remove local account- creation b urd en f rom ad mins :

� pre- c rea t e po o l s  o f  a c c o u n t s  a n d  a l l o c a t e t h es e t o  u s ers  w h en  t h ey  

req u es t  a c c es s :  a t l a s 0 0 1 ,  a t l a s 0 0 2 ,  . . .

� W id ely  us ed  b y  E D G  T es tb ed  s ites ,  b ut not ob lig atory  

� i n  pra c t i c e,  a l m o s t  a l l  h a v e c h o s en  t o  u s e i t

�Aud iting  p os s ib le s ince cert = >  U I D  map p ing s  record ed  in log  f iles .

� S ame p ool map p ing s  can b e s h ared  acros s  a f arm b y  s h aring  
/ etc/ g rid - s ecurity / g rid map d ir/  lock  f iles  w ith  N F S .

� E x is ting  s y s tem w ork s  ok  f or C P U - only  j ob s .

� b u t  n o t  rea l l y  a ppro pri a t e i f  u s ers  a re c rea t i n g  l o n g  l i v ed  f i l es  a t  t h e s i t e 

i n  q u es t i o n .  

� l i m i t a t i o n s  a re b ec a u s e f i l es  a re s t i l l  o w n ed  b y  U n i x  U I D :  c a n ’ t rec y c l e 

U I D  u n t i l  a l l  f i l es  c rea t ed  h a v e b een  rem o v ed .
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SlashGrid filesystems

�Framework for creating “Grid-aware” fil es y s tems

� different types of fil esystem prov ided b y dyna m ic a l l y l oa ded ( a nd 

potentia l l y th ird-pa rty) pl u g ins.

�certfs . s o p l u gin p rov ides  l ocal  s torage gov erned b y  A cces s  C ontrol  
L is ts  b as ed on Grid certificate name’ s  and V O  grou p s

� c ertfs is v ery sol id:  you  c a n b u il d a  b oota b l e L inu x k ernel  on a c ertfs 

fil esystem ( ~ 1 0 0 , 0 0 0  fil e opera tions in a  few  m inu tes)

� S ince new A C L ’ s j u s t h av e creator’ s  name,  th is  is  eq u iv al ent to fil e 
owners h ip  b y  certificate name rath er th an U I D .

� sol v es a dm in w orries a b ou t l ong  l iv ed fil es ow ned b y pool  a c c ou nts.

� if pool  a c c ou nts a re prev ented from  w riting  to norm a l  disk s,  th en no 

c h a nc e th ey w il l  w rite som eth ing  u npl ea sa nt som ew h ere u nex pec ted.

� H T T P / H T T P S p l u gin (cu rl fs )  u l timatel y  aims  to p rov ide s ome 
N FS / A FS -l ike fu nctional ity ,  again gov erned b y  Grid creds + A C L ’ s
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GridSite

�GridSite manages access to websites and HTTP(S) fileservers

� Users and adm i ns l o ad G S I c ert +  k ey  i nt o  u nm o di f i ed w eb  b ro w sers

� O ri g i nal l y  p ro du c ed f o r w w w .g ri dp p .ac .u k

� A C L ’ s control level of read and write access to file/ directory

� W ri t e ac c ess b y  H T M L  f o rm s ( i nt erac t i v e)  o r H T T P  P UT  ( p ro g ram m at i c )  

� W ebsite admins can define grou p s of u sers with  sp ecific righ ts

� C an del eg at e adm i ni st rat i o n o f  t h at  g ro u p  t o  o ne o r m o re m em b ers.

� G ro u p  m em b ersh i p  c an al so  b e p u b l i sh ed i n E D G  V O  L D A P  f o rm at .

�GridSite u sed by  several ex ternal p roj ects,  inclu ding U K  e-Science 
L evel 2  Grid Su p p ort website.

� N ew 0 . 9  arch itectu re also p rovides su p p ort for efficient HTTP GE T 
and PU T op erations via A p ach e modu le.

� A C L  enf o rc em ent  no w  av ai l ab l e f o r P H P ,  C G I ,  J S P  et c  as w el l  as H T M L
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GridSite architecture

mod_s s l :  p l a i n
H T T P S  > e n v  v a r s

mod_g r i ds i t e :  G A C L  a c c e s s  c on t r ol  +  G A C L  > e n v  v a r s

mod_g r i ds i t e :
. h t ml  h e a de r s
a n d f oot e r s

. s h t ml ,
mod_p e r l
C G I ,  P H P

mod_j k :
J S P  w i t h
T omc a t

H T T P

g r s t - a dmi n . c g i :  p a g e  e di t i n g ,
f i l e  u p l oa d,  A C L  e di t i n g  e t c .

g r s t - p r ox y . c g i :  de l e g a t i on ,  3 r d
p a r t y  C O P Y ,  p r ox y  G E T  +  P U T

mod_g r i ds i t e :
P U T ,  D E L E T E ,

M O V E

mod_s s l - G S I :  H T T P S  w i t h
GSI+VOMS+CAS > e n v  v a r s
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Grid A C L ’ s

�When building S la s hG r id a nd o t her  s y s t em s  lik e G r idS it e a nd t he 
E D G  S t o r a ge E lem ent ,  w e needed a  s im p le A C L  f o r m a t  t o  us e f o r  
p r o t o t y p ing.

� C ur r ent S la s hG r id a nd G r idS it e us e p er -dir ec t o r y  X M L  A C L  in . ga c l

� As a file, this can be stored in directories, copied via unmodified https or

g siftp channels and easily  manipulated by  scripts and applications.

� S y sadmins w anted disk filesy stem AC L ’ s on same phy sical disk  as files if 

possible ( or manag ed off-site! )

� G A C L  no t  a  s t a nda r d,  a nd ha v e p r o v ided libga c l w it h C / C + +  A P I  t o  
ins ula t e a p p lic a t io ns  f r o m  f ut ur e c ha nges  ( eg t o  s ubs et  o f  X A C M L ? )

� A im  t o  s up p o r t  “ a ut ho r iz a t io n p ublis hing”  s y s t em s ,  lik e L D A P  V O ,
a nd a ls o  “ a ut ho r iz a t io n c er t if y ing”  s y s t em s  lik e V O M S  a nd C A S .
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Current Grid ACL format

<gacl ver si on=“ 0. 0. 1” >
<ent r y>

<dn- l i st >   
<ur l >l dap: / / l dap. abc. ac. uk/ ou=xyz, dc=abc, dc=ac, dc=uk</ ur l >

</ dn- l i st >
<voms- cr ed>

<voms>/ O=Gr i d/ OU=abc. ac. uk/ DN=AbcVOMS</ voms>
<vo>Abc</ vo>
<gr oup>r eader s</ gr oup>

</ voms- cr ed>
<al l ow><r ead/ ></ al l ow>

</ ent r y>

<ent r y>
<per son>

<dn>/ O=Gr i d/ DN=Andr ew</ dn>
</ per son>
<al l ow><r ead/ ><l i st / ><wr i t e/ ></ al l ow>
<deny><admi n/ ></ deny>

</ ent r y>
</ gacl >
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Grid ACL v s  f in e - g ra in e d V O M S ,  CAS  

�CAS or VOMS can provide ACL- l ik e f eat u re,  s pecif y ing  w h at  
capab il it y  ( “ w rit e” )  is  perm is s ib l e on ob j ect s  ( “ h ig g s - w g -
m ont ecarl o” )

� H ow ever,  w e t h ink  t h is  is  t oo coars e- g rained and t oo h eavy w eig h t  
f or al l  cont ex t s

� eg i f  m y  j o b  c r ea t es  a  t em p o r a r y ,  w o r k i n g d i r ec t o r y  i n  / gr i d / t m p ,  I  d o n ’ t  

w a n t  t o  h a v e t o  s et  u p  a  n ew  en t r y  o n  t h e c en t r a l  C A S  o r  V O M S  

m a c h i n e

� T h e t w o t y pes  of  s y s t em  s h ou l d b e s een as  com pl em ent ary

� w h en  y o u  c r ea t e s o m e H i ggs M o n t e C a r l o  d a t a ,  y o u  s et  i t s  A C L  t o  gi v e 

w r i t e a c c es s  f o r  p eo p l e w i t h  “ h i ggs -w g-m o n t ec a r l o -a d m i n ”  c r ed en t i a l .

� w h en  y o u  c r ea t e a  t em p o r a r y  w o r k i n g d i r ec t o r y ,  y o u  s et  i t s  A C L  t o  gi v e 

o n l y  y o u  r ea d  a n d  w r i t e a c c es s .

� a p p l i c a t i o n s  s h o u l d  “ f i n d  t h ei r  o w n  l ev el ”  w h en  s p l i t t i n g p o l i c y b et w een  

l o c a l  A C L  o r  V O -w i d e a u t h o r i s a t i o n  s er v i c e
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Summary & Future Work

�Major management overhead concerns of Testbed site admins have 
been addressed 

� L D A P  V O  sy stem is cu rrentl y  su fficient,  bu t V O MS  w il l  be more 
fl ex ibl e and scal abl e.

� P ool  accou nts are u sefu l  bu t l imited by  U I D  fil e ow nership  issu es.

� S l ashG rid / certfs p rovides a sol u tion to this.

� G ridS ite p rovides a w ay  of control l ing H TTP ( S )  via G rid credential s.

� G A C L  and gacl l ibrary  p rovides G rid A C L ’ s and A P I .

� E x tending this w ork  into U sage C ontrol ,  not ju st A ccess C ontrol .

� S ee  http : //w w w . gridp p . ac. u k /au thz /  for l ink s to sou rce code and 
detail s of al l  tool s mentioned in this tal k


