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Talk Outline

� Introdution to E U  D a ta G rid w ork p a c k a g e 2

� W P 2  S e rv ic e  D e s ig n a nd Inte ra c tions

� Spitfire

� R epl ic a tio n  Serv ic es

� Sec u rity

� C onc l us ions  a nd outl ook
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Grid middleware architecture 
ho urg las s

Current Grid architectural functional blocks: 

OS, Storage & Network services

Basic Grid Services

High Level Grid Services

Grid Application Services (LCG)Common 
application layer

CMS ATLAS CMS LHCbSpecific 
application layer

GLOBUS 
2.2

EU DataGrid
middleware
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EU D a t a G r i d  W P 2
D a t a  M a n a g e m e n t  W o r k  P a c k a g e

Responsible for

� Transparent data location and secure access

� W ide- area replication

� D ata access optim iz ation

� M etadata access

N O T responsible for ( b ut partially  rely ing  on oth er W P s f or)

� D ata storag e

� P roper R elational D atab ase b inding s

� R em ote I / O

� S ecurity  inf rastructure
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WP2 Service Paradigms

� Choice of technology:

� Java- b as e d  s e r ve r s  u s i n g  W e b  S e r vi c e s

� Tomcat, Oracle 9iAS

� Interface definitions in WSDL

� C l ient stu b s for m any  l ang u ag es ( J av a,  C ,  C + + )

� Ax is , g SOAP

� P ersistent serv ice data in R el ational  Datab ases

� M y SQ L , Oracle

� Modularity

� M odu l ar serv ice desig n for p l u g g ab il ity and ex tensib il ity

� N o v endor sp ecific l ock -ins

� E v olv ab le

� E asy  adap tation to O G SA  foreseen,  b ased on th e sam e tech nol og y

� Larg el y  indep endent of u nderl y ing  O S,  R DB M S
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Spitfire: Grid-en a b l in g  R D B M S

� Capabilities:

� Simple G r id  en a b led  f r o n t  en d  t o  a n y  t y pe o f  lo c a l o r  r emo t e 

R D B M S t h r o u g h  s ec u r e SO A P - R P C

� Sa mple g en er ic  R D B M S met h o d s  ma y  ea s ily  b e c u s t o miz ed  

w it h  lit t le a d d it io n a l d ev elo pmen t ,  pr o v id in g  W SD L  in t er f a c es

� B r o w s er  in t eg r a t io n

� G SI  a u t h en t ic a t io n

� H o o k s  in  pla c e f o r  lo c a l a u t h o r iz a t io n

� S tatu s: current version 2.1

� Used by EU D a t a G r i d Ea r t h  O bser v a t i o n  a n d B i o m edi c a l  

a p p l i c a t i o n s.

� N o t  su i t a bl e f o r  t h e r et r i ev a l  o f  L A R G E r esu l t  set s
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Storage

E l em en t

Replication Services: Basic 
F u nctionality

R ep l i c a M an ager
R ep l i c a L oc ati on  

Serv i c e

R ep l i c a M etad ata 

C atal og

Storage

E l em en t

Files have replicas stored at 
m an y  G rid sites on  S torag e 
E lem en ts.

Each file has a unique Grid ID.

L o cat io ns co rresp o nding  t o  t he 

GU ID are k ep t  in t he R ep lica 

L o cat io n S erv ice. 

U sers m ay  assig n  aliases to 
the G U I D s.  T hese are k ept in  
the R eplica M etadata C atalog .  

T he R ep lica M anag er p ro v ides 

at o m icit y  fo r file o p erat io ns,  

assuring  co nsist ency  o f S E and 

cat alo g  co nt ent s.
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Storage

E l em en t

Higher Level Replication Services

R ep l i c a M an ager
R ep l i c a L oc ati on  

Serv i c e

R ep l i c a O p ti m i z ati on  

Serv i c e

R ep l i c a M etad ata 

C atal og

SE

M on i tor
N etw ork  M on i tor

R ep l i c a Su b s c ri p ti on  

Serv i c e

Storage

E l em en t

The Replica Manager may call on the 

Replica O ptimiz ation s erv ice to f ind  

the b es t replica among many b as ed  

on netw ork  and  S E  monitoring.

The Replica S u b s cription S erv ice 

is s u es  Replication command s  

au tomatically,  b as ed  on a s et of  

s u b s cription ru les  d ef ined  b y the u s er.
H ook s  f or u s er- d ef ined  pre- and  pos t-

proces s ing f or replication operations  

are av ailab le.
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Storage

E l em en t

Interactions with other Grid 
com p onents

R ep l i c a M an ager
R ep l i c a L oc ati on  

Serv i c e

R ep l i c a O p ti m i z ati on  

Serv i c e

R ep l i c a M etad ata 

C atal og

SE

M on i tor
N etw ork  M on i tor

I n f orm ati on  Serv i c e

R es ou rc e B rok er

U s er I n terf ac e or

W ork er N od e

R ep l i c a Su b s c ri p ti on  

Serv i c e

Storage

E l em en t

V i rtu al  O rgan i z ati on

M em b ers h i p  Serv i c e

Applications and users interface to 

data th roug h  th e R eplica M anag er 

eith er directly  or th roug h  th e 

R esource B rok er.  M anag em ent calls 

sh ould nev er g o directly  to th e S E .
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Replication Services Status

� Current Status

� All components are deployed right now

� I ni ti al tests sh ow  th at ex pected perf ormance can b e met

� N eed proper testi ng  i n a ‘ real u ser env i ronment’  – E D G 2 ;  L C G 1

� F eatures f o r nex t rel ease

� Currently Worker Nodes need outbound connectivity – R ep lica  

M a na g er P rox y S ervice needed.  Needs p rop er security deleg a tion 

m ech a nism .

� L og ica l collections sup p ort

� S ervice-level a uth oriz a tion

� S ubscrip tion S ervice does not h a ndle individua l users – due to 

m issing  deleg a tion.
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Security: Infrastructure for Java-
b ased  W eb  Services

�Trust Manager

� Mutual client-s er v er  auth enticatio n us ing  G S I  ( ie P K I  X 5 0 9  cer tif icates )  f o r  

all W P 2  s er v ices

� S up p o r ts  ev er y th ing  tr ans p o r ted  o v er  S S L

� A uth o ri z ati o n Manager

� S up p o r ts  co ar s e g r ained  auth o r iz atio n:  

Map p ing  us er -> r o le-> attr ib ute

� F ine g r ained  auth o r iz atio n th r o ug h  p o licies ,  r o le and  attr ib ute m ap s

� W eb -b as ed  A d m in inter f ace f o r  m anag ing  th e auth o r iz atio n p o licies  and  

tab les

� S tatus:

� Fully implemented, authentication is enabled on the service level

� D eleg ation implementation needs to be f inished

� A uthoriz ation needs more integ ration, w aiting  f or deployment of  V O M S
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Conclusions and outlook

� The second generation Data Management services have been 
designed and imp l emented based on the W eb S ervice 
p aradigm

� F l ex ibl e,  ex tensibl e service f ramew ork

� Dep l oy ment choices :  robu st,  highl y  avail abl e commercial  
p rodu cts su p p orted (eg.  O racl e)  as w el l  as op en-sou rce 
(My S Q L ,  Tomcat)

� F irst ex p eriences w ith these services show  that their 
p erf ormance meets the ex p ectations

� R eal -l if e u sage w il l  show  its strengths and w eak nesses on the 
L C G -1  and E DG 2 . 0  testbeds du ring the rest of  this y ear.  


