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Talk Out line

� I nt rodut ion to EU DataGrid workpackage 4

�Automated management  of large clusters

�Components design and developm ent  status

�Experience with LCFG for system configurat ion and installat ion

�Summary and out look
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W P4  ob j ect i v e an d  p ar t n er s

“ To  d el i v er  a  com p u t in g  f ab r i c com p r ised  o f  a l l  t h e n ecessar y  t oo ls 
t o  m an ag e a cen t er  p r ov id in g  g r id  ser v ices on  clu st er s o f  
t h ou san d s o f  n od es.”

• User job management  (Grid and local)
• Automated management  of large clusters

� 6 partners:  CERN, NI KHEF, ZI B, KI P, PPARC, I NFN. 

� ~ 14 FTEs (6 funded by the EU) . 

� The developm ent  work div ided into 6 subtasks:

W P4

Con f ig u r at ion  Mg t I n st a l la t ion  Mg t Mon i t o r in g Fau l t  To ler an ce Resou r ce Mg t Gr id i f i cat ion
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Au t om at ed  m an ag em en t  o f  la r g e clu st er s

Farm A (LSF) Farm B (PBS)

Installation &
N ode M gmt

Configuration
M anagement

M onitoringResource
M anagement

Information

Invocation

Update configuration 
templates if necessary

Update configuration 
templates if necessary

Node malfunction detectedNode malfunction detected

Remove node from queueRemove node from queue

Trigger repairTrigger repair

Repair (e.g. restart, 
reboot, reconfigure, …)

Repair (e.g. restart, 
reboot, reconfigure, …)

Node OK detectedNode OK detected

Put back node in queuePut back node in queue

Automation

Fault tolerance

Inform fault toleranceInform fault tolerance

Inform monitoring about 
all actions taken and 
their status

Inform monitoring about 
all actions taken and 
their status

Node ready for intervention 
(no running jobs)

Node ready for intervention 
(no running jobs)
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Monitoring subsystem : design

Measurem ent  Repository ( MR)Monitored nodes

Sensor Monitor ing Sensor 

Agent  ( MSA)

CacheConsumer
Local Consum er

Sensor
Sensor

Consumer
Consumer

Global Consum er

Monitor ing Sensor Agent
• Calls plug- in sensors to sam ple  configured 
m etrics
• Stores a ll collected data in a local disk  
buffer
• Sends the collected data to the global 
repository

Plug- in sensors
• Program s/ scripts that  im plem ents a sim ple sensor-
agent  ASCI I  text  protocol
•A C+ +  interface class is provided on top of the text  
protocol to facilitate im plem entat ion of new  sensors

The local cache
• Assures data is 
collected also w hen 
node cannot  connect  to 
netw ork
• Allow s for node 
autonom y for local 
repairs

Transport
• Transport  is pluggable.
• Tw o proprietary protocols over UDP and TCP 
are current ly supported w here only the lat ter 
can guarantee the delivery

Measurem ent  Repository
• The data is stored in a database
• A m em ory cache guarantees fast  access 
to m ost  recent  data, w hich is norm ally 
w hat  is used for fault  tolerance 
correlat ions.

Database

Repository API
• SOAP RPC
• Query history data
• Subscript ion to new  
data

Database
• Propr ietary flat - file  database
• Oracle
• MySQL interface being 
developed
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Monitoring subsystem : status

�Local nodes:

� Monitoring Sensor Agent  (MSA)  and UDP based proprietary protocol are 
ready and used on CERN product ion clusters since m ore than a year

� The TCP based proprietary protocol exists as prototype. More test ing 
and funct ionality needed to be ready for product ion use

�Cent ral services

� Repository server exists with both flat files and Oracle database. I t  is 
current ly being evaluated for product ion use at  CERN. Support  for 
MySQL is planned for later in 2003

� Alarm  display:  st ill in early prototype phase.

�Repository API  for local and global consumers:

� C library im plem entat ion of API  (sam e for local and global consum ers)

� Bindings for other languages can probably be generated direct ly from  
the WSDL
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Fau l t  t o ler an ce su b sy st em :  d esig n

Sensor

MSA
Sensor

Sen so r

Decision
Un i t  ( DU)

Act u at o r
ag en t

Mon i t o r in g

Ru les

Fau l t  To ler an ce d aem on  ( FTd )

Cach e

Act u at o r

Ft  g lob al  
ser v er

Local  Nod e

Decision  u n i t
•Cor r e lat es t h e in p u t  d at a an d  ch eck s f o r  t h e ex cep t io n  
con d i t ion s d ef in ed  b y  t h e r u les

Esca la t ion
• I f  n o  Ru le m at ch es o r  r ep ai r  n o t  p ossib le, t h e 
p r o b lem  is escalat ed  t o  t h e g lob a l  FT ser v i ce

Feed b ack  t o  m on i t o r in g
• Act u at o r  ag en t  is r ep o r t in g  t h e  r esu l t  o f  t h e 
co r r e lat ion  an d  r ep ai r  act ion  ( i f  an y )  t o  t h e  
m on i t o r in g  sy st em
•Th is f eed b ack  is im p o r t an t  f o r  t r acin g  o f  a l l  
ex cep t ion s an d  r ep ai r s

Lau n ch in g  o f  act u at o r s
• I f  an  ex cep t ion  w as d et ect ed  t h e 
act u at o r  ag en t  st ar t s t h e r ecov er y  
act u at o r  sp eci f ied  b y  t h e r u le.

I n p u t  d at a  t o  f au l t  t o ler an ce sy st em
• Th e r u les d e f in e t h e  r eq u i r ed  in p u t  d at a.
• Th e Fau l t  To ler an ce  d aem on ( FTd )  u ses t h e 
m on i t o r in g  r ep osi t o r y  API  t o  access ( q u er y  
o r  su b scr ib e t o )  m on i t o r in g  m easu r em en t s.

Th e Ru le :  h ear t  o f  t h e f au l t  t o ler an ce
• A r u le

• Def in es t h e ex cep t io n  con d i t ion s ( p r ob lem  
sp ace)  f o r  t h e in p u t  m on i t o r in g  d at a
• Def in es t h e associat ion  b et w een  ex cep t io n  
con d i t ion s an d  r ecov er y  act io n s ( act u at o r s)

• Ru les a l lo w s t o  d ef in e escalat in g  r esp on ses 
( „ i f  t h at  d id n ‘ t  w o r k  t r y  t h is“ )  b ased  o n  
m et r ics  o b t a in ed  f r o m  m o n i t o r in g .
• Th e d at a can  b e p r ocessed  u sin g  a w id e 
r an g e o f   m at h em at h ical   an d  b oo lean  
ex p r ession s f o r  co r r e lat in g  v alu es.
• A r u le is n o t  r est r ict ed  t o  t h e u se o f  m et r ics 
t h at  ar e co l l ect ed  local ly .
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Fault  tolerance subsystem : status

�Not  yet  ready for product ion deployment

�Prototype was demonstrated working together with the fabric 
monitor ing system at  EU review in February 2003

� Web-based rule editor

� Central Rule repository (MySQL)

� Local FTd ( fault  tolerance daem on)  that
� Autom at ically subscr ibes to monitor ing metr ics specified by the rules

� Launches the associated actuators when the correlat ion evaluates to an 
except ion

� Reports back to the monitor ing system the recovery act ions taken and their  
status

� Global correlat ions not  yet  supported
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Configurat ion Managem ent  
subsystem : design

GUI

CLI

Pan XML

Server Module
SQL/ LDAP/ HTTPServer Module

SQL/ LDAP/ HTTP

N
V
A

A
P
I

CDB

I nstallat ion
...

CCM

Cache

Node

Configurat ion Data Base ( CDB)
Configurat ion I nform at ion store. The 
inform at ion is updated in t ransact ions, it  is 
validated and versioned. Pan Tem plates are 
com piled into XML profiles 

Server  Modules
Provide different  access pat terns to 
Configurat ion I nform at ion

Configurat ion I nform at ion is stored 
in the local cache. I t  is accessed via  
NVA- API

HTTP +  not ificat ions
• nodes are not ified about  changes 
of their  configurat ion
• nodes fetch the XML profiles via 
HTTP

Pan Tem plates
w ith configurat ion 
inform at ion are input  
into CDB via GUI  &  CLI

pan
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Configurat ion Managem ent  
subsystem : status

�System in implemented (except  for CLI  and Server Modules) , most  
of the components in 1.0 product ion version,

�Pilot  deployment  of the complete system for LCG 1,

I n parallel:

�System being consolidated,

� I ssues of scalabilit y and security being studied and addressed,

�Server Modules under development  (SQL) .

More informat ion:

ht tp: / / cern.ch/ hep-proj -gr id-config/
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I nstalla t ion Managem ent: design

CCM

SPMASPMANCM
Components

Cdispd

NCM

Registration
Notification

SPMA

SPMA.cfg

CDB

nfs
http

ftp

Mgmt API
ACL’s

Client Nodes

SWRepServers

cache Packages
(rpm

, pkg)

packages

(RPM, PKG)

PXE
D

H
C

P

Mgmt API
ACL’s

Automated Installation Infrastructure

DHCP
handling

KS/JS
PXE

handling

KS/JS
generator

Node
Install

CCM

Node (re)install?

Autom ated I nstallat ion I nfrast ructure
• DHCP and Kickstart  ( or Jum pStart )  are  re-
generated according to CDB contents
•PXE can be set  to reboot  or reinstall by 
operator

Softw are Repository
• Packages ( in RPM or PKG form at )  can be 
uploaded into m ult iple Softw are Repositories
•Client  access is using HTTP, NFS/ AFS or FTP

Node Configurat ion Manager ( NCM)
• Configurat ion Managem ent  on the node is 
done by NCM Com ponents
•Each com ponent  is responsible for configur ing 
a service ( netw ork, NFS, sendm ail, PBS)
•Com ponents are  not if ied by the Cdispd 
w henever  there w as a change in their  
configurat ion

Softw are Package Mgm t  Agent  ( SPMA)
• SPMA m anages the installed packages
•Runs on Linux  ( RPM)  or Solaris ( PKG)
•SPMA configurat ion done via  an NCM com ponent
•Can use a local cache for pre- fetching packages 
( sim ultaneous upgrades of large farm s)
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I nstalla t ion subsystem : status

�Software Repository and SPMA

� First  pilot  being deployed on CERN Com puter Cent re for the cent ral 
CERN product ion (batch & interact ive)  services

�Node Configurat ion Manager (NCM)

� Design phase

� I m plem entat ion available in Q2 2003

�Automated I nstallat ion I nsfrast ructure (AI I )

� Design phase

� Linux I m plem entat ion expected for Q2 2003
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LCFG experience

� LCFG (Local Configurat ion)  tool from  Univ. of Edinburgh has been
used for fabric installat ion and configurat ion management  at  the
EDG testbed since the first  project  release:

� Tool m odified to be adapted to EDG testbed needs

� Learned a lot  from  it  to understand what  we really want

� Used at  alm ost  all EDG testbed sites � very valuable feedback from  a 
large O(5-10)  group of site adm inist rators

�Disadvantages with LCFG

� Enforces a pr ivate per com ponent  configurat ion schem a

� High level language lacks possibilit ies to at tach com pile t im e validat ion

� Maintains proprietary solut ions where standards exist  (e.g. base
installat ion)
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Sum m ary &  Future W ork

�Experience and feedback with exist ing tools and prototypes helped 
to get  requirements and early feedback from users

�First  implementat ion now ready for all the subsystems

�Some of them already deployed at  CERN and/ or EDG testbed. The 
rest  will come during this year.

�What  is st ill m issing:

� General:  Scalabilit y, Security, GUI s

� I ntegrat ion between the different  fabric subsystem s to build a 
consistent  set  of fabric m anagem ent  tools

� From  prototype to product ion quality

Thanks to the EU and our nat ional funding agencies for  their  
support  of this w ork


