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WP4 objective and partners

“T o  d e l i v e r  a  c o m p u t i n g  f a b r i c  c o m p r i s e d  o f  a l l  t h e  n e c e s s a r y  t o o l s  

t o  m a n a g e  a  c e n t e r  p r o v i d i n g  g r i d  s e r v i c e s  o n  c l u s t e r s  o f  

t h o u s a n d s  o f  n o d e s . ”

•U s e r  j o b  m a n a g e m e n t  ( G r i d  a n d  l o c a l )
•A u t o m a t e d  m a n a g e m e n t  o f  l a r g e  c l u s t e r s

� 6 partners: CERN, NIKHEF, ZIB, KIP, PPARC, INFN. 

� ~14 FTEs (6 funded by the EU). 

� The dev el o p m ent w o r k  di v i ded i nto  6 subta sk s:

WP4

Configuration Mgt I n s t a l l a t i o n  M g t M o n i t o r i n g F a u l t  T o l e r a n c e R e s o u r c e  M g t G r i d i f i c a t i o n
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Automated management of large clusters

Farm A (LSF) Farm B  (P B S)

Installation &
N od e  M g m t

C onf ig u r ation
M anag e m e nt

M onitor ingR e sou r c e
M anag e m e nt

Inf or m ation

Inv oc ation

Update configuration 
templates if necessary

Update configuration 
templates if necessary

Node malfunction detectedNode malfunction detected

Remove node from queueRemove node from queue

Trigger repairTrigger repair

Repair (e.g. restart, 
reboot, reconfigure, …)

Repair (e.g. restart, 
reboot, reconfigure, …)

Node OK detectedNode OK detected

Put back node in queuePut back node in queue

Automation

F au lt tole r anc e

Inform fault toleranceInform fault tolerance

Inform monitoring about 
all actions taken and 
their status

Inform monitoring about 
all actions taken and 
their status

Node ready for intervention 
(no running jobs)

Node ready for intervention 
(no running jobs)
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Monitoring subsystem: design

Measurement Repository (MR)Monitored  nod es

Sensor Monitoring  S ensor 

A g ent (MS A )

C ac h eConsumer
L oc al  C onsumer

Sensor
S ensor

Consumer
Consumer

G l ob al  C onsumer

Monitoring Sensor Agent
• C al l s pl ug - in sensors to sampl e c onf ig ured  

metric s

• S tores al l  c ol l ec ted  d ata in a l oc al  d isk  

b uf f er

• S end s th e c ol l ec ted  d ata to th e g l ob al  

repository

P l u g- in sensors
• P rog rams/ sc ripts th at impl ements a simpl e sensor-
ag ent A S C I I  tex t protoc ol

• A  C + +  interf ac e c l ass is prov id ed  on top of  th e tex t 
protoc ol  to f ac il itate impl ementation of  new  sensors

T h e l oc a l  c a c h e
• A ssures d ata is 

c ol l ec ted  al so w h en 

nod e c annot c onnec t to 

netw ork

• A l l ow s f or nod e 

autonomy f or l oc al  

repairs

T ra nsp ort
• T ransport is pl ug g ab l e.

• T w o proprietary protoc ol s ov er U D P  and  T C P  

are c urrentl y supported  w h ere onl y th e l atter 

c an g uarantee th e d el iv ery

Mea su rem ent R ep ository
• T h e d ata is stored  in a d atab ase

• A  memory c ac h e g uarantees f ast ac c ess 

to most rec ent d ata,  w h ic h  is normal l y 

w h at is used  f or f aul t tol eranc e 

c orrel ations.

D atab ase

R ep ository  AP I
• S O A P  RP C

• Q uery h istory d ata

• S ub sc ription to new  

d ata

D a ta b a se
• P roprietary f l at- f il e d atab ase

• O rac l e

• MyS Q L interf ac e b eing  

d ev el oped
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Monitoring subsystem: status

�Local nodes:

� Monitoring Sensor Agent (MSA) and UDP based proprietary protocol are 
ready and u sed on C E R N  produ ction clu sters since m ore th an a year

� T h e T C P based proprietary protocol ex ists as prototype.  More testing 
and f u nctionality needed to be ready f or produ ction u se

� C ent r al ser v i ces

� R epository serv er ex ists w ith  both  f latf iles and O racle database.  I t is 
cu rrently being ev alu ated f or produ ction u se at C E R N .  Su pport f or 
MySQ L is planned f or later in 2 0 0 3

� Alarm  display:  still in early prototype ph ase.

� R ep osi t or y  A P I  f or  local and g lob al consu m er s:

� C  library im plem entation of  API  (sam e f or local and global consu m ers)

� B indings f or oth er langu ages can probably be generated directly f rom  
th e W SDL
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Fault tolerance subsystem: design

Sensor

MSA
Sensor
Se n s o r

D e c i s i o n

U n i t  ( D U )

Ac t u a t o r

a g e n t

Mo n i t o r i n g

R u l e s

F a u l t  T o l e r a n c e  d a e m o n  ( F T d )

C a c h e

Ac t u a t o r

F t  g l o b a l  

s e r v e r

Local Node

Decision unit
• C o r r e l a t e s  t h e  i n p u t  d a t a  a n d  c h e c k s  f o r  t h e  e x c e p t i o n  
c o n d i t i o n s  d e f i n e d  b y  t h e  r u l e s

E sca l a tion
• I f  n o  R u l e  m a t c h e s  o r  r e p a i r  n o t  p o s s i b l e ,  t h e  
p r o b l e m  i s  e s c a l a t e d  t o  t h e  g l o b a l  F T  s e r v i c e

F eed b a ck  to m onitor ing
• Ac t u a t o r  a g e n t  i s  r e p o r t i n g  t h e  r e s u l t  o f  t h e  
c o r r e l a t i o n  a n d  r e p a i r  a c t i o n  ( i f  a n y ) t o  t h e  

m o n i t o r i n g  s y s t e m

• T h i s  f e e d b a c k  i s  i m p o r t a n t  f o r  t r a c i n g  o f  a l l  
e x c e p t i o n s  a n d  r e p a i r s

L a unch ing  of  a ctua tor s
• I f  a n  e x c e p t i o n  w a s  d e t e c t e d  t h e  
a c t u a t o r  a g e n t  s t a r t s  t h e  r e c o v e r y  

a c t u a t o r  s p e c i f i e d  b y  t h e  r u l e .

I np ut d a ta  to f a ul t tol er a nce sy stem
• T h e  r u l e s  d e f i n e  t h e  r e q u i r e d  i n p u t  d a t a .
• T h e  F a u l t  T o l e r a n c e   d a e m o n ( F T d ) u s e s  t h e  
m o n i t o r i n g  r e p o s i t o r y  AP I  t o  a c c e s s  ( q u e r y  

o r  s u b s c r i b e  t o ) m o n i t o r i n g  m e a s u r e m e n t s .

T h e R ul e :  h ea r t of  th e f a ul t tol er a nce
• A r u l e

• D e f i n e s  t h e  e x c e p t i o n  c o n d i t i o n s  ( p r o b l e m  

s p a c e ) f o r  t h e  i n p u t  m o n i t o r i n g  d a t a

• D e f i n e s  t h e  a s s o c i a t i o n  b e t w e e n  e x c e p t i o n  

c o n d i t i o n s  a n d  r e c o v e r y  a c t i o n s  ( a c t u a t o r s )

• R u l e s  a l l o w s  t o  d e f i n e  e s c a l a t i n g  r e s p o n s e s  

( „ i f  t h a t  d i d n ‘ t  w o r k  t r y  t h i s “ ) b a s e d  o n  

m e t r i c s   o b t a i n e d  f r o m  m o n i t o r i n g .

• T h e  d a t a  c a n  b e  p r o c e s s e d  u s i n g  a  w i d e  

r a n g e  o f   m a t h e m a t h i c a l   a n d  b o o l e a n  

e x p r e s s i o n s  f o r  c o r r e l a t i n g  v a l u e s .

• A r u l e  i s  n o t  r e s t r i c t e d  t o  t h e  u s e  o f  m e t r i c s  

t h a t  a r e  c o l l e c t e d  l o c a l l y .
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Fault tolerance subsystem: status

�Not yet ready for production deployment

� P rototype w as  demons trated w ork ing  tog eth er w ith  th e fab ric 
monitoring  s ys tem at E U  rev iew  in F eb ruary 2 0 0 3

� Web- ba s ed  r u l e ed i t o r

� C en t r a l  R u l e r ep o s i t o r y  ( M y S Q L )

� L o c a l  F T d ( f a u l t  t o l er a n c e d a em o n ) t h a t

� Automatically subscribes to monitoring metrics specified by the rules

� L aunches the associated actuators w hen the correlation ev aluates to an 

ex ception

� R eports back  to the monitoring system the recov ery actions tak en and their 

status

� Global correlations not yet supported
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Configuration Management 
s ub s y s tem:  d es ign

GUI

C L I

Pa n X M L

S e r v e r  M o d u l e

S Q L / L D A P/ H T T PS e r v e r  M o d u l e

S Q L / L D A P/ H T T P

N

V

A

A

P

I

C D B

In s t a l l a t i o n

. . .

C C M

C a c h e

N o d e

Configuration Data Base (CDB)
C o n f i g u r a t i o n  In f o r m a t i o n  s t o r e .  T h e  

i n f o r m a t i o n  i s  u p d a t e d  i n  t r a n s a c t i o n s ,  i t  i s  

v a l i d a t e d  a n d  v e r s i o n e d .  Pa n  T e m p l a t e s  a r e  

c o m p i l e d  i n t o  X M L  p r o f i l e s  

S erv er M od ul es
Pr o v i d e  d i f f e r e n t  a c c e s s  p a t t e r n s  t o  

C o n f i g u r a t i o n  In f o r m a t i o n

C o n f i g u r a t i o n  In f o r m a t i o n  i s  s t o r e d  

i n  t h e  l o c a l  c a c h e .  It  i s  a c c e s s e d  v i a  

N V A -A PI

H T T P  +  notific ations
• n o d e s  a r e  n o t i f i e d  a b o u t  c h a n g e s  

o f  t h e i r  c o n f i g u r a t i o n

• n o d e s  f e t c h  t h e  X M L  p r o f i l e s  v i a  

H T T P

P an T em p l ates
w i t h  c o n f i g u r a t i o n  

i n f o r m a t i o n  a r e  i n p u t  

i n t o  C D B  v i a  GUI &  C L I

p a n
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Configuration Management 
s ub s y s tem:  s tatus

�System in implemented (except for CLI and Server Modules), most 
of th e components in 1 . 0  production version,

� P ilot deployment of th e complete system for LCG  1 ,

In parallel:

�System b eing  consolidated,

�Issues of scalab ility and security b eing  studied and addressed,

�Server Modules under development (SQ L).

More information:

h ttp: / / cern. ch / h ep- proj - g rid- config /
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Installation Management: design

CCM

SPMASPMANCM
Components

Cdispd

NCM

Registration
Notification

SPMA
SPMA.cfg

CDB

nfs
http

ftp

Mgmt API
ACL’s

Client Nodes

SWRep Servers

cache Packages
(rpm

, pkg)

packages

(RPM, PKG)

PXE
DHCP

Mgmt API
ACL’s

Automated Installation Infrastructure

DHCP
handling

KS/JS
PXE

handling

KS/JS
generator

Node
Install

CCM

Node (re)install?

Automated Installation Infrastructure
• DHCP and Kickstart (or JumpStart) are re-
g enerated according  to CDB  contents

•PX E  can b e set to reb oot or reinstal l  b y  
operator

S oftw are R ep ository
• Packag es (in R PM  or PKG  f ormat) can b e 
upl oaded into mul tipl e Sof tw are R epositories

•Cl ient access is using  HT T P,  N F S/ A F S or F T P

N ode C onfig uration M anag er ( N C M )
• Conf ig uration M anag ement on th e node is 
done b y  N CM  Components

• E ach  component is responsib l e f or conf ig uring  
a service (network, NFS, sendmail, PBS)

• C omp onents are notif ied b y  th e C disp d 
wh enever th ere was a ch ang e in th eir 

conf ig u ration

Software Package Mgmt Agent (SPMA)
• SPM A  manag es th e installed p ackag es
• R u ns on L inu x  (R PM ) or Solaris (PK G )
•SPM A  conf ig u ration done via an NC M  comp onent
• C an u se a local cach e f or p re-f etch ing  p ackag es 
(simu ltaneou s u p g rades of  larg e f arms)
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Installation subsystem: status

�Software Repository and SPMA

� First pilot being deployed on CERN Computer Centre for the centra l 

CERN production ( ba tch &  intera ctiv e)  serv ices

� N ode C onfig u ration Manag er ( N C M)

� D esign pha se

� I mplementa tion a v a ila ble in Q 2  2 0 0 3

�Au tom ated I nstal l ation I nsfrastru c tu re ( AI I )

� D esign pha se

� L inux  I mplementa tion ex pected for Q 2  2 0 0 3
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LCFG experience

� LCFG (Local Configuration) tool from Univ. of Edinburgh has been
used for fabric installation and configuration management at the
ED G testbed since the first p roj ect release:

� Tool modified to be adapted to EDG tes tbed n eeds

� L ear n ed a lot fr om it to u n der s tan d w h at w e r eally  w an t

� U s ed at almos t all EDG tes tbed s ites  � v er y  v alu able feedbac k  fr om a 

large O(5- 1 0 )  gro u p  o f  s i t e ad m i n i s t rat o rs

�Disadvantages with LCFG

� E n f o rc es  a p ri v at e p er c o m p o n en t  c o n f i gu rat i o n  s c h em a

� H i gh  lev el lan gu age lac k s  p o s s i b i li t i es  t o  at t ac h  c o m p i le t i m e v ali d at i o n

� M ai n t ai n s  p ro p ri et ary  s o lu t i o n s  w h ere s t an d ard s  ex i s t  (e. g.  b as e

i n s t allat i o n )
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Summary & Future Work

�Experience and feedback with existing tools and prototypes helped 
to get req u irem ents and early feedback from  u sers

� F irst im plem entation now ready for all the su bsystem s

� S om e of them  already deployed at C ER N  and/ or ED G  testbed.  T he 
rest will com e du ring this year.

� W hat is still m issing:

� General: Scalability, Security, GUIs

� Integ ratio n betw een th e d if f erent f abric subsystem s to  build  a 

co nsistent set o f  f abric m anag em ent to o ls

� F ro m  p ro to typ e to  p ro d uctio n q uality

Thanks to the EU and our national funding agencies for their 
sup p ort of this w ork


