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Talk Outline

�Introduction

� A uth oriz a tion re q uire m e nts

� V O  M e m b e rs h ip  S e rv ice  

� L oca l  s ite  e nf orce m e nt m e ch a nis m s  ( L C A S ,  L C M A P S )  

� S p itf ire  T rus tM a na g e r

� C oncl us ions  

A uth ors
A. F r o h n e r – C E R N
D . K o u r i l - C E S N E T
F . B o n n a s s i e u x  - C N R S
R . Al f i e r i ,  R . C e c c h i n i ,  V . C i a s c h i n i ,  L . d e l l ' Ag n e l l o ,  A. G i a n o l i ,  F . S p a t a r o - I N F N
O . M u l m o  – K D C  
D . G r o e p – N I K H E F
L . C o r n w a l l ,  D . K e l s e y ,  J . J e n s e n  – R AL
A. M c N a b  – U n i v e r s i t y  o f  M a n c h e s t e r
P . B r o a d f o o t ,  G . L o w e  – U n i v e r s i t y  o f  O x f o r d
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Introduction (1)

�EDG security infrastructure based on X.509 certificates (PKI)

� A uth entication

� 16 national certification authorities

� P olicies and  p roced ures � m utual thrust

� U sers id entified  b y  certificates sig ned  b y  their national C A  

� A uth oriz ation

� C annot d ecid e A uthoriz ation for g rid  users only  on local site b asis

� A t least 2  entities inv olv ed

� Resource Providers (e.g. Tiers in LCG framework)

� V irt ual  O rganiz at ions (e.g. LH C ex p eriment s col l ab orat ions)
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Introduction (2)

�Authorization (cont.)

� Resource granting established by agreements V O ’ s - RP ’ s.

� VO’s administer user membership, roles and capabilities

� R P ’ s ev aluate authoriz ation g ranted by  V O  to a user and map into local 

credentials to access resources 

� T rust/ A uthoriz ation M anag er f or J av a ( e. g .  S pitf ire)

� L C A S / L C M A P S  f or f arms

� S lashG rid f or storag e ( A ndrew ’ s talk )

� Need tool to manage membership for large V O ’ s ( 1 0 0 0 0  u sers)

� G lobus mechanism ( g rid- mapf ile)  not scalable 

� V O  membership serv ic e ( V O M S )

� E x tends ex isting  g rid security  inf rastructure architecture w ith embedded V O  

af f iliation assertions 

� P ermits authoriz ation control on g rid serv ices f or j ob submission, f ile and 

database access.
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Authorization requirements

�Architecture

� centralized and scalable (for an Auth policy VO based)

�Attrib utes  s up p o rt

� g roup m em bership (subg roup,  multiple inheritance,  . . )

� R oles (adm in,  student,  . . ),  capabilities (free form  string ),  . .

� T em poral  bounds

� R es o urce P ro v id er

� k eep full control on access rig hts

� traceability user lev el (not VO lev el)

�Security issues

� Auth Server must not be a Single point of failure

� Auth c ommunic ations must be trusted ,  sec ured  and  reserved
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Globus A ut h or i z a t i on  M e c h a n i sm

�grid- m a p f il e

� Grid credentials (user’s Certificate) to local credentials (unix account) m ap p ing  

� “ B oolean”  auth oriz ation

� I nform ation p rov ided v ia V O - L D A P  serv ers 

� M anag ed “ m anually ”  b y  th e resource adm in (v ia m k g ridm ap )

� N o  c e n t ra l iz a t io n

� N o  s c a l a b il it y

� L a c k  o f  f l e x ib il it y

"/C=IT/O=INFN/L=Parma/CN=Roberto Alfieri/Email=roberto.alfieri@pr.infn.it" alfieri

"/C=IT/O=INFN/L=Parma/CN=Fabio Spataro/Email=fabio.spataro@pr.infn.it" spataro
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VO- L D A P  A r c h i t e c t u r e

mkgridmap grid- m a p f il e

VOVO

D i r e c t o r yD i r e c t o r y
CN=Mario Rossi

o=xyz,
d c =e u - d a t a g r i d , 
d c =or g

CN=F ran z  E l m e rCN=John Smith

Authentication 

C er tif icate

Authentication 

C er tif icate

Authentication 

C er tif icate

ou= P e op l e ou= T e s t b e d 1 ou= ? ? ?

local users b an li st

Adopted by

DataGrid Testbed0 (2001/02)

DataGrid Testbed1 (2003)

DataTAG Testbed (2003)
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The Virtual Organization 
M em b ers hip  S erv ic e

� The Virtual Organization Membership Service (VOMS)

� Developed by European Dat ag ri d and Dat at ag c ollaborat i ons  t o s olve c urrent  

L DA P  V O  s ervers  li m i t at i ons

� G rant s  aut h ori z at i on dat a t o us ers  at  V O  level

� Each VO has its own VOMS

� Su p p or t f or  g r ou p  m e m b e r ship  ( su b g r ou p ,  multiple inheritance ,  . . ) ,  “ f or ce d ”  g r ou p s ( i. e .  
f or  ne g ativ e  p e r m issions) ,  r ol e s ( ad m in,  stu d e nt,  . . )  and  cap ab il itie s ( f r e e  f or m  str ing )  

� Essentially a front- end  to an R D B M S

� U se r  cl ie nt – q u e r ie s the  se r v e r  f or  au thor iz ation inf o 

� U se r  se r v e r  – r e tu r ns au thor iz ation inf o to the  cl ie nt

� ad m inistr ation cl ie nt – u se d  b y  VO ad m inistr ator s f or  m anag e m e nt 

� ad m inistr ation se r v e r  – e x e cu te s cl ie nt u p d ate  op e r ations on d b

� tr ansition tool  – inte r f ace  to m k g r id m ap + +  ( se e  b e l ow)

� A ll c lient- serv er c om m u nic ations are sec u red  and  au th entic ated

� A u th oriz ation info is p roc essed  b y th e g atek eep er

� f u l l  f u nctional ity  of  VOMS achie v e d  v ia L C A S/ L C MA P S p l u g - ins ( se e  b e l ow)
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VOMS overview

soap

DB
J D B C

G S I

h t t ps

Tomcat & j av a- s e cTomcat & j av a- s e c

ax i sax i s
V O M S
i m pl

V O M S
i m pl

se r v l e tse r v l e t

v oms dv oms d

P e r l  C L I

J a v a  G U I

b r o w s e r

v o m s - p r o x y - i n i t

m k g r i d m a p

A p ach e  &  mod _ s s lA p ach e  &  mod _ s s l

v om s- h t t pdv om s- h t t pd

D B I

h t t p

VOMS serverVOMS serverVOMS server
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DB S t r u c t u r e (s i m p l i f i e d )

usersusers

uiduid

dndn

caca

……

aclacl

aclidaclid

principalprincipal

operationoperation

allow/denyallow/deny

groupsgroups

gidgid

dndn

aclidaclid

mm

useruser

groupgroup

rolerole

capabilitycapability

rolesroles

ridrid

dndn

capabilitiescapabilities

cidcid

dndn

CACA

caidcaid

dndn
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VOMS Op e r a t i o n s

����� �

Authentication

R eq ues t

Auth

D B

C=IT/O=INFN 
/L=CNAF
/CN=Pinco Palla
/CN=proxy

VOMS
pseudo-

cert

VOMS
pseudo-

cert

1. Mutual authentication Client- Server 

� Secure communication channel via standard

G lob us A P I

2. C l i en t  s en d s  req u es t  t o  Server

3 . Server c h ec k s  c o rrec t n es s  o f  req u es t  

4 . Server s en d s  b a c k  t h e req u i red  i n f o  
( s i g n ed  b y  i t s el f )  i n  a  “ P s eu d o -C ert i f i c a t e”

5 . C l i en t  c h ec k s  t h e va l i d i t y  o f  t h e i n f o  
rec ei ved

6 . C l i en t  rep ea t s  p ro c es s  f o r o t h er V O M S’ s

7 . C l i en t  c rea t es  p ro x y  c ert i f i c a t es  c o n t a i n i n g  
a l l  t h e i n f o  rec ei ved  i n t o  a  ( n o n  c ri t i c a l )  
ex t en s i o n

8 . C l i en t  m a y  a d d  u s er-s u p p l i ed  a u t h .  i n f o  
( k erb ero s t i c k et s ,  et c … )
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Pseudo- C er t i f i c a t e F or m a t

/C=IT/O=INFN/L=CNAF/CN=V i n c e n z o  

Ci a s c h i n i /E m a i l =V i n c e n z o . Ci a s c h i n i @ c n a f . i n f n . i t

/C= IT/O=INFN/CN=INFN CA

/C=IT/O=INFN/OU=gatekeeper/L=PR  
/CN=gridce.pr.infn.it/Email=alfieri@pr.infn.it

/C=IT/O=INFN/CN=INFN CA

V O:  CM S   U R I:  h t t p : //v o m s c m s . c e r n . c h

TIM E 1 :  0 2 0 7 1 0 1 3 4 8 2 3 Z

TIM E 2 :  0 2 0 7 1 1 1 3 4 8 2 2 Z

G R OU P :  m o n t e c a r l o

R OLE :  a d m i n i s t r a t o r

CAP :  “ 1 0 0  G B  d i s k ”

S IG NATU R E :

. . . . . . . . . L. . . B ] . . . . 3 H . . . . . . . =" . h . r . . . ; C' . . S . . . . . . o . g . =. n 8 S ' x . . \ . . A~ . t 5 . . . . 9 0 ' Q . V . I.

. . . /. Z * V * { . e . R P . . . . . X . r . . . . . . . q E b b . . . A. . .

�The pseudo- c er t  i s 

i n ser t ed i n  a  n on -

c r i t i c a l  ex t en si on  of  

t he user ’ s pr ox y

� 1.3.6.1.4.1.8005.100.100.1 

� It will become an 

A ttr ibu te C er tif icate

� O ne f or  each  V O M S  

S er v er  contacted

user’s identity

serv er identity

user’s inf o
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EDG gatekeeper

GSI auth

LCAS client

apply creds *

Jobmanager-*

Gatekeeper
LCAS

ACL

timeslot

gridmap

config

LCMAPS clnt
LCMAPS

role2uid

role2afs

config

* And store in job repository

Id

Yes/no

Id

credlist

C=IT/O=INFN 
/L=CNAF
/CN=Pinco Palla
/CN=proxy

VOMS
pseudo-

cert
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Local Site Authorization Services

�Local Centre Authorization Service (LCAS) 

� Handles authorization requests to local fabric

� Authorization decisions based on proxy user certificate and job specification

� S upports g rid- m apfil e m echanism  

� Plug- i n  f r a m e w o r k  ( h o o k s  f o r  e x t e r n a l a ut h o r i z a t i o n  p lug- i n s )

� Al l ow ed users ( g rid- m apfil e or al l ow ed_ users. db)

� B anned users ( ban_ users. db)

� Av ail abl e tim esl ots ( tim esl ots. db)

� P l ug in for V O M S  ( to process Authorization data)

�Local Credential Mapping Service (LCMAPS)

� Pr o v i d e s  lo c a l c r e d e n t i a ls  n e e d e d  f o r  j o b s  i n  f a b r i c

� Plug- i n  f r a m e w o r k  

� M a p p i n g b a s e d  o n  us e r  i d e n t i t y ,  V O  a f f i li a t i o n ,  s i t e - lo c a l p o li c y

� R e p la c e  G r i d m a p d i r ,  b ut  k e e p  f un c t i o n a li t y

� S up p o r t s  s t a n d a r d  U N I X  c r e d e n t i a ls ,  p o o l a c c o un t s  ( G r i d m a p d i r )



CHEP 2003 – 24 - 28  M a r c h  2003 – M a n a g i n g  d y n a m i c  u s e r  c o m m u n i t i e s  i n  a  G r i d  o f  a u t o n o m o u s  r e s o u r c e s   – n °  1 5

mkgridmap+ +

�Need for a  tool for the transition to 

L C A S / L C M A P S  m ec hanism

� V O M S  and V O -L D A P  c an and M U S T  c oex ist

� VOMS can also be used for grid-m ap file generat ion.

� N ew  direct iv e in t h e config file

�New  featu re

� A ut h ent icat ed access t o VOMS ( not LDAP) servers 

b a sed  o n  h t t p s p ro t o c o l  t o  rest ri c t  t h e c l i en t s a l l o w ed  

t o  d o w n l o a d  t h e l i st  o f  t h e V O  m em b ers

mkgridmap++
group l d a p: / / …

group h t t ps : / / … .

grid-mapfile

VO-LDAP VOMS

CE

re s t ri c t e d  

a c c e s s   
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Spitfire

�Provides uniform access to various implementations of 
datab ase b ack  ends via a g rid- enab led front end

� SOAP interface

� J D B C  interface to  R D B M S

� T rustM anag er:  certificate validator for J ava services

� Perm its  ( m u tu al )  s ecu re cl ient- s erv er au th enticatio n

� Su p p o rts   X 5 0 9  certificates  and  C R L ’ s

� S upport for connections via H T T P( S )  using  G S I  certificate for 
auth entication

� R ole- b ased auth oriz ation

� Su p p o rt fo r Au th o riz atio n info  p ro v id ed  b y  V OM S
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Status and F utur e  W o r k s

First production VOMS version ( C l ie nt/ se rv e r,  A dm in, m k g ridm a p+ + )  

re l e a se d Fe b .  ‘ 0 3

VOMS D em o a t First D a ta ta g E U  R e v ie w  ( C E R N ,  M a rch  1 9 .  2 0 0 3 )

Work in progress

� VOMS

� Certificates will be substituted by Attribute Certificates (RFC32 8 1 )

� S up p o rt fo r tim e cyclic/ bo un d p erm issio n s an d ro les

� D atabase Rep licatio n

� LCAS/LCMAPS

� P lug -in  fram ewo rk

� P lug -in  fo r V O M S
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More I n f orm a t i on s

VOMS

Web site http://grid- a u th. in f n . it/

C V S  site http://c v s . in f n . it/c gi- b in /c v s w e b . c gi/A u th/

D ev el o p er s’ m a il in g  l ist s e c - grid@ in f n . it

L C A S- L C MA P S

Web site http://w w w . du tc hgrid. n l /D a ta G rid/w p4 /

C V S  site http://da ta grid. in 2 p3 . f r/c gi- b in /c v s w e b . c gi/f a b ric _ m gt/gridif ic a tio n /l c a s /

http://da ta grid. in 2 p3 . f r/c gi- b in /c v s w e b . c gi/f a b ric _ m gt/gridif ic a tio n /l c m a ps /

Sp i t f i r e

Web site http://s pitf ire . w e b . c e rn . c h/S pitf ire /
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Related Works

�CAS (G l o b u s T e a m )

� Proxy generated by CAS server, not by user (difficult traceability)

� Proxy not back w ard com p atible

� Attributes are p erm issions (resources access controlled by V O )

� P e r m i s (Sa l f o r d U n i v . ,  E n g l a n d )

� AC’ s stored in a rep ository at th e local site

� G ood p olicy engine

� V O M S com p lem entary (flexible V O M S AC +  PE R M I S p ol.  engine)

�Ak e n t i (U S G o v . )  

� T arget W eb sites, not easy m igration in a V O  environm ent
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Authorization

User VOMS

service

authr

map

pre-proc

authr

LCAS

LCMAPS

pre-proc

LCAS

Coarse-grained
e.g. Spitfire

service

dn

dn + attrs

Fine-grained
e.g. RepMeC

Coarse-grained
e.g. CE, Gatekeeper

Fine-grained
e.g. SE, /grid

Java C

authenticate

ACL ACL


