
Andrew M c N a b - S ec u ri t y  i s s u es  - 1 7  M a y  2 0 0 2

WP6 Security Issues
(some personal observations from a WP6 and 

sy sadmin perspec tive)

Andrew M c N a b ,  U ni v ers i t y  o f  M a nc h es t er
m c na b @h ep . m a n. a c . u k



Andrew M c N a b  - S ec u ri t y  i s s u es  - 1 7  M a y  2 0 0 2

Outline

� Sysadmin hitlist
� E x isting  V O  v s C A S
� P o o l ac c o u nts
� SlashG r id
� “ U I D  do mains” :  N F S,  P B S e tc .
� N e e d f o r  G r id A C L s
� X M L  G r id A C L ’ s
� G A C L  lib r ar y
� C e r tf s as nativ e  “ c o ntaine r ”  ho sting  e nv ir o nme nt



Andrew M c N a b  - S ec u ri t y  i s s u es  - 1 7  M a y  2 0 0 2

Sysadmin hitlist
�Subjective list of things to eliminate, from my experience and 
admins I ’ ve talk ed to:
� Administrative work creating / maintaining user accounts.
� F il es/p rocesses l ef t over/created in unwanted p l aces b y  j ob s - b ad 

enough  wh en l ocal  “ students”  do th is:  don’ t want S tudent X  f rom 
U niversity  of  Z  doing th is to our kit via th e G rid.

� N F S  - “ N o F il e S ecurity ”  - dif f icul t/imp ossib l e to secure unl ess p h y sical  
comp onents of  th e L AN  are secure ( ie in a l ocked room)  - makes it easier 
to comp romise more mach ines once h ave root on one.

� I  think  w e now  either have foreseeable solutions to all of these. . .
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Existing VO v s C A S
�Have already about VO authorisation servers in use: centrally 
p rovided authorisation listing s.  

� P rovides a list of  D N ’ s f or a g iven g roup : eg  an ex p erim ent,  or a 
g roup  w ithin an ex p erim ent.

� G roup s have to be def ined by an adm in of  the VO
� so an experiment can define the Tau Working Group
� b ut I  can ’ t define “ my  friends in the Tau Working Group”  my sel f

�How ever,  current system  g ives the f unctionality running  ex p erim ents 
lik e B aB ar cop e w ith,  so ok .

� G lobus C A S  w ould allow  f iner g rained authorisation.  
� D o w e al so need a w ay  for users to define new  resources and associate 
authorisation groups w ith them?  I n C A S  or l ocal l y ?
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Pool accounts
�The other half of removing account creation burden from admins
� W idely  us ed by  TB 1  s ites .
� A uditing p os s ible s ince all D N = > U I D  map p ings  recorded in log files .
� S ame p ool map p ings  can be s hared acros s  a farm by  s haring 
gridmap dir w ith N F S  ( file op s  are s uitably  atomic - but N F S  s till! )

� E x is ting s y s tem w ork s  ok  for C P U + tmp file only  j obs .
� B ut not really  ap p rop riate if us ers  creating long lived files  at the 
s ite in q ues tion.  

� L imitations  are becaus e files  are s till ow ned by  U nix  U I D :  can’ t
recy cle U I D  until all files  created have been removed.
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SlashGrid /  c e rt f s
�Framework for creating “Grid-aware”  fil es y s tems

� different types of fil esystem  prov ided b y dyna m ic a l l y l oa ded ( a nd 
potentia l l y th ird-pa rty)  pl u g ins.

� S ou rc e,  b ina ries a nd A P I  notes:  h ttp: //w w w .g ridpp.a c .u k /sl a sh g rid/
�certfs .s o p l u gin p rov ides  l ocal  s torage gov erned b y  A cces s  C ontrol  
L is ts  b as ed on D N ’ s .

� S ince mos t A C L ’ s  wou l d h av e j u s t one entry ,  th is  is  eq u iv al ent to fil e 
owners h ip  b y  D N  rath er th an U I D .
� sol v es a dm in w orries a b ou t l ong  l iv ed fil es ow ned b y pool  a c c ou nts.
� if pool  a c c ou nts a re prev ented from  w riting  to norm a l  disk s,  th en no 

c h a nc e th ey w il l  w rite som eth ing  u npl ea sa nt som ew h ere u nex pec ted.
� ( A l s o,  a GridFT P  p l u gin cou l d p rov ide s ecu re rep l acement for N FS .)
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“UID domains”
� Each t e s t b e d s i t e  cu r r e n t l y  co n s t i t u t e s  a “ U I D  d o m ai n ”  i n  w hi ch D N = > U I D  m ap p i n g s  
m u s t  b e  co n s i s t e n t  o n  al l  m achi n e s .
� C u r r e n t l y  achi e v e d  b y  s har i n g  g r i d -m ap f i l e o r g r i d m ap d i r b y  N F S  ( o r  r e p l i cat i n g  
w i t h L C F G )

� T hi s  ar i s e s  f r o m  t w o  m aj o r  co m p o n e n t s :
� N F S  s har i n g  o f  d i s k s .
� L o cal  b at ch ( u s u al l y  P B S )  b y  d e f au l t  as s u m e s  s am e  U I D  o n  f r o n t  an d  b ack e n d  
m achi n e s .

� W o u l d  s i m p l i f y  r e cy cl i n g  o f  p o o l  acco u n t s  o n  g at e k e e p e r  i f  d i d n ’ t  n e e d  t o  m ai n t ai n  t hi s  
co n s i s t e n cy :
� g at e k e e p e r  w o u l d  j u s t  al l o cat e  a p o o l  U I D  w hi ch had  n o  p r o ce s s e s al r e ad y  r u n n i n g
� i f  u s e  “ g s i f t p f s ”  i n s t e ad  o f  N F S ,  t he n  D N = > U I D  m ap p i n g s  d o n e  d y n am i cal l y  o n  S E 
e t c t o o

� b u t ,  w o u l d  n e e d  t o  co n f i g u r e  /  m o d i f y  P B S  e t c t o  d y n am i cal l y  al l o cat e  a U I D  o n  
b ack e n d  n o d e  an d  co p y  p r o x y ?
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Need for “Grid A C L ’ s ”
�Initial idea of S las h G r id/c er tfs  w as  to r ep lac e ow ner s h ip  b y  U ID  to 
ow ner s h ip  b y  D N  v ia an A C L .

� F or  s im p lic ity ,  w ou ld w ant to u s e s am e A C L  for m at for  g s iftp fs  etc .
� C u r r ent p r ototy p e is  p lain tex t,  p er -dir ec tor y  A C L  in . g r id-ac l
� A s  a file,  th is  c an b e s tor ed in dir ec tor ies ,  c op ied v ia u nm odified 
h ttp ,  g s iftp  c h annels  and eas ily  m anip u lated b y  s c r ip ts  and 
ap p lic ations .

�Im p lem enting  A C L ’ s  c ou ld als o s olv e s om e oth er  is s u es  to em er g e 
w ith  T B 1 :  
� eg p er -U I D  t a p e s t o r a ge:  c o u l d  s t o r e a l l  t a p e f i l es  w i t h  o n e U I D  b u t  

a s s o c i a t e A C L  w i t h  t h e f i l e a n d  u s e t h a t .
� S y s adm ins  w ant dis k files y s tem  A C L ’ s on s am e p h y s ic al dis k  as  files  
if p os s ib le.  
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Grid ACL v s  CAS  ( o r f in e -g ra in e d V O )
�CAS provides ACL-l ik e f ea t u re of  spec if y in g  w h a t  a c t ion  ( eg  w rit e)  is 
perm issib l e on  a n  ob j ec t  ( eg t a u -w g -m on t ec a rl o) .

� ( I f  u sin g  l ot s of  su b g rou ps w it h in  a  V O ,  c ou l d a c h ieve m u c h  t h e sa m e 
t h in g :  eg  def in e a  g rou p of  peopl e in t a u -w g -m on t ec a rl o-w rit e)

� I n  som e c a ses,  t h is c ou l d b e u sed t o provide ACL f u n c t ion a l it y .
� H ow ever,  it  is t oo c oa rse g ra in ed a n d t oo h ea vy w eig h t  f or a l l  
c on t ex t s
� eg i f  m y  j o b  c r ea t es  a  t em p o r a r y ,  w o r k i n g d i r ec t o r y  i n  / gr i d / t m p ,  I  d o n ’ t  
w a n t  t o  s et u p  a  n ew  en t r y  o n  t h e c en t r a l  C A S  m a c h i n e t o  c o n t r o l  t h i s .  

� T h e t w o sy st em s sh ou l d b e seen  a s c om pl em en t a ry
� w h en  y o u  c r ea t e s o m e t a u M o n t e C a r l o ,  p u t  i t  s o m ew h er e t h e A C L  gi v es  
w r i t e a c c es s  f o r  p eo p l e w i t h  “ t a u -w g-m o n t ec a r l o  w r i t e. ” )

� w h en  y o u  j u s t  c r ea t e a  t em p o r a r y  d i r ec t o r y ,  t h e A C L  d ef a u l t s  t o  j u s t  t h e 
c r ea t o r  h a v i n g a d m i n  a c c es s .
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XML Grid ACL?
�Several variations of XML Grid Access Control Lists have been 
su g g ested.

�XML-based form at an obviou s choice,  since:
� (a) have XML parsers around already for other things
� (b ) m any protoc ols  and m etadata form ats going to XML so c ould easily 
inc lude a G rid A C L

� (c ) XML is ex tensib le so w e don’ t need to predic t the future so m uc h.
� F or files,  m ost seem  to be based on abou t 4  levels:  read,  list,  w rite 
and adm in ( cf AF S. )

� T hen associate these w ith com binations of p ersonal D N ’ s,  CAS 
obj ects and LD AP  V O  g rou p s.
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Just one example XML Grid ACL format...
<g a c l v e r s i o n =“ 0 .0 .1 ” >
<e n t r y >

<l d a p -g r o u p ><s e r v e r >l d a p : //l d a p .a b c .a c .u k /</s e r v e r >
<g r o u p >o u =x y z , d c =a b c , d c =a c , d c =u k </g r o u p >
</l d a p -g r o u p >

<c a s -o b j e c t ><d n >/O =G r i d /O U =a b c .a c .u k /D N =A b c C A S </d n >
<o b j e c t >C a n -r e a d -h t t p : //w w w .a b c .a c .u k /b i g f i l e s /</o b j e c t >
</c a s -o b j e c t >

<a l l o w ><r e a d /></a l l o w >
</e n t r y >
<e n t r y >

<p e r s o n ><d n >/O =G r i d /D N =A n d r e w </d n >
</p e r s o n >

<a l l o w ><r e a d /><l i s t /><w r i t e /></a l l o w >
<d e n y ><a d m i n /></d e n y >

</e n t r y >
</g a c l >
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GACL library
�XML ACL format not decided but want to write code that needs it 
now ( G ridS ite in p roduction for G ridP P ;  S l ashG rid to be in E D G  1 . 3 . )

�ACL may  chang e ag ain in the future;  may  need to understand 
different ( ug h! ) ACL’ s from other G rid p roj ects.

� I nsul ate G -S  and S -G  from this by  mov ing  ex isting  ACL handl ing  
functions into a standal one l ibrary ,  and mak e this understand XML.

� H andl es ACL’ s in a reasonabl y  g eneral  way ,  p ack s C structs with 
their contents and p rov ides access functions to manip ul ate the 
structs as new ty p es:
� GACLlevel - r ea d ,  li s t ,  w r i t e,  a d m i n . . .
� GACLc r ed - a  D N ,  V O  g r o u p  o r  CAS  o b j ec t .
� GACLen t r y  - s ever a l c r ed en t i a ls ,  p lu s  Allo w  a n d  D en y  f o r  Levels .
� GACLa c l - s ever a l en t r i es .
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GACL library (2)
�Currently uses li b x m l to  d o  b a si c  X M L  p a rsi ng

� can read from files or from strings in memory.
� F unc ti o ns li k e G A CL new Cred (i nt typ e,  c h a r * i ssuer,  c h a r * na m e)  
p ro v i d ed  to  b ui ld  up  new  A CL ’ s i n m em o ry,  a nd  m a ni p ula te o r ev a lua te 
ex i sti ng  o nes.

� W o rk i ng  v ersi o n o f  G ri d S i te usi ng  G A CL  ex i sts;  S la sh G ri d  nex t.
� I ntend  to  p ro v i d e f i le a nd  d i rec to ry uti li ty f unc ti o ns:

� “ read in th e A C L  for file / dir1 / dir2 / x yz ”  look s in / dir1 / dir2 / .gacl-x yz  
for a file A C L ,  th en / dir1 / dir2 / .gacl,  / dir1 / .gacl …

� b u t don’ t limit fu nctionality to files ( A C L ’ s on metadata?  q u eu es?  R B ’ s? )
�Currently,  i m p lem ents X M L  f o rm a t f ro m  ea rli er sli d e.  
� S ee h ttp : //w w w . g ri d p p . a c . uk /g a c l/ f o r so urc e a nd  A P I  d esc ri p ti o n o f  
0 . 0 . 1  v ersi o n.
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Certfs a s c o n ta i n er h o sti n g  en v i ro n m en t
�Some of the OGSA discussions make distinction between simple (eg
nativ e L inux )  and container  (eg J av a or  . N E T )  hosting  env ir onments.

� T he or ig inal motiv ation for  “ in a box ”  env ir onments is secur ity .
�OGSA inter est is in cr eating  new ser v ices dy namically :  this is easier  
if ser v ices ar e “ in a box ”  to star t with.

� C er tfs is motiv ated by  desir e to keep user s fr om making  long  liv ed 
U I D -owned files.

� H owev er ,  it is also a step towar ds the kind of dy namic env ir onments 
OGSA talks about.

� I s the answer  to our  concer ns about secur ity  and our  desir e for  
flex ible,  dy namic ser v ices,  to make U nix  U I D ’ s as tr ansitor y  as 
P r ocess Gr oup I D ’ s?
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Summary

�Most of the concerns of a d m i ns a re b ei ng  a d d ressed  to som e ex tent.
� C u rrent V O  sy stem  i s p rob a b l y  su ffi ci ent,  b u t C A S  w ou l d  b e m ore 
fl ex i b l e.

� P ool  a ccou nts a re u sefu l  b u t l i m i ted  b y  U I D  fi l e ow nershi p  i ssu es.
� S l a shG ri d /  certfs i ntend ed  to p rov i d e sol u ti on to thi s.
� D efi ni ng  a  G ri d  A C L  form a t d ea l s w i th other i ssu es too.
� D o thi s i n X ML :  w ha t form a t?
� G A C L  l i b ra ry  p rov i d es A P I  for ha nd l i ng  w ha tev er i s d eci d ed .
� H ow  fa r ca n w e g o tow a rd s m a k e U I D ’ s p u rel y  tra nsi tory ?


