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CAS (alpha release)CAS (alpha release)
• C u r r e n t  r e l e a s e  t h o u g h t  f o r  g r i d -f t p  o n l y
– C A S  i s s u e s  r e s t r i c t e d  p r o x y  c e r t i f i c a t e s

• M i s s i n g  f e a t u r e s :
– s u b g r o u p s ;
– r e p l i c a s ;
– c o n f i d e n t i a l i t y  f o r  t h e  G S I  d e l e g a t i o n  r e q u e s t ;
– a b s e n c e  o f  a  C A S  s u p e r u s e r  ( f e a t u r e ? ) ;
– u s e r  i n f o  m i s s i n g  ( f e a t u r e ? ) ;
– d o c u m e n t a t i o n  ( i n  p a r t i c u l a r  A P I ’ s ) .
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ConsiderationsConsiderations
• D o  w e  n e e d  a  C A S  o r  a  V O  M e m b e r s h i p  s e r v e r ?

– s e r v e r  s h o u l d  c o n t a i n  u s e r  m e m b e r s h i p  a n d  r o l e  i n f o  o n l y ;
– a c c e s s  r i g h t s  s h o u l d  b e  l o c a t e d  w i t h  t h e  r e s o u r c e s  a n d  
e n f o r c e d  b y  t h e  e n t i t y  w h i c h  c o n t r o l s  t h e m .

• U s e r s  m a y  n e e d  m o r e  t h a n  o n e  C A S  c e r t i f i c a t e  
s i m u l t a n e o u s l y  ( e v e n  m o r e  s o  i f  w e  a r e  g o i n g  t o w a r d s  
“ p u r e ”  a u t h e n t i c a t i o n  c e r t i f i c a t e s ) .

• U s e r  i n f o  s h o u l d  b e  p r e s e n t  i n  C A S  c e r t i f i c a t e :
– r e q u i r e d  b y  l o c a l  s i t e s  ( e . g .  t o  b a n  s p e c i f i c  u s e r s ) ;
– r e q u i r e d  f o r  a u t o m a t i c  p r o x y  r e n e w a l  ( ? ) ;
– r e q u i r e d  f o r  A C L  o f  l o c a l  r e s o u r c e s ;
– f o r  m a p p i n g  t o  U n i x  U I D / G I D  ( grid-m a p f il e ) .

• Without proof of the user’s consent, CAS is a CA 
w ith its priv ate k ey  onl ine and  unencry pted !
– user info into CAS cert is not sufficient.



CERN, 17 May 2002 3

Possible Possible A lt er n a t iv e?A lt er n a t iv e?
1. T h e  u s e r  s u b m i t s  h i s  r e q u e s t  t o  C A S .
2 . C A S  r e t u r n s (signed ) :

User Info,C A S  Id ,User Id ,T i m est a m p ,V a l i d i t y  P eri od .
3 . T h e  u s e r  r e p e a t s  a b o v e  s t e p s  f o r  e a c h  C A S .
4 . T h e  u s e r  g e n e r a t e s  t h e  p r o x y  w i t h  C A S  i n f o  i n t o  e x t e n s i o n s .
• A d v a n t a g e s :
– c om p a t i b i l i t y  w i t h  t h e c u rrent  sy st em ;
– ea se of i nt eg ra t i on of i nfo from  m ore t h a n one C A S .

• A C L  c h e c k i n g ?
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TestBed 2 (9/02)TestBed 2 (9/02)
• C A S ?  N o ,  t h a n k  y o u !

– l o o k i n g  a t  C A S  c o d e
• V O  L D A P  s y s t e m  e n h a n c e m e n t s :

– t h e  u s e r  c a n  c h o o s e  t h e  V O
• t h i s  o p e n s  t h e  w a y  t o  o t h e r  p o s s i b i l i t i e s  ( e . g .  r o l e s ) ;

– grid-m a p f il e s a r e  n o  l o n g e r  p u b l i s h e d  ( W P 1 ) ;
– a c c e s s  t o  L D A P  d i r e c t o r i e s  r e s t r i c t e d  t o  s e l e c t e d  

n o d e s / u s e r s  ( e . g .  o n l y  b e a r e r s  o f  “ v a l i d ”  
c e r t i f i c a t e s ) .



CERN, 17 May 2002 5

DataTAG / iVDGLDataTAG / iVDGL
• A u t h e n t i c a t i o n :  o k
– M u t u a l  T r u s t  T r e a t y  h a s  b e e n  s i g n e d :

• D O E  C A  c e r t s  a c c e p t e d  b y  E D G  t e s t b e d s
– C R L ’ s  i s s u e s  ( ? ) ;

• E D G  C A ’ s  c e r t s  a c c e p t e d  b y  P P D G  e x p e r i m e n t  t e s t b e d s  
( e x c e p t  B a B a r ? ) .  

• A u t h o r i z a t i o n :
– C A S  u n s u i t a b l e  a t  t h e  m o m e n t ;
– D a t a T A G  p r o p o s a l :

• V O  L D A P  D i r e c t o r i e s ,  m k g r i d m a p ,  V O  m a n a g e m e n t  
t o o l s  b y  C .  S t e e n b e r g .  

– i V D G L :
• s t i l l  d i s c u s s i n g .

• N e x t  m e e t i n g :  2 3 -2 4  M a y .


