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A Job lifecycle within the Fabric
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Some WP4 security components
�Plug-a b le  s y s t e m  f o r  a ut h o r i z a t i o n  ( L C A S )

� plug-i n  ( P A M -li k e )  f r a m e w o r k
� U s e  a s  a n  e n gi n e  f o r  po li c y -d r i v e n  a ut h o r i z a t i o n

� L C M A PS  lo c a l c r e d e n t i a ls
� C r e d e n t i a l ge n e r a t i o n  plug-i n  f r a m e w o r k
� L o gi c a l pla c e  t o  a d d  r o le  s uppo r t

� A d d i t i o n a l m o d i f i c a t i o n s  t o  ga t e k e e p e r  r e q ui r e d
� e r r o r & s t a t us  h a n d li n g
� G e t t i n g a  us e f ul m e s s a ge  t o  t h e  us e r



David Groep – W P 4 s ec u rit y  u pdat e  – 2 0 0 2 . 0 5 . 1 7   - 4

Authentication control flow EDG gatekeeper

TLS auth

LC A S ( s o )

as s i s t_ g r i d m ap
J o b m an ag e r -*

Gatekeeper
TLS auth

LC A S c l i e n t

ap p l y  c r e d s  *
J o b m an ag e r -*

Gatekeeper LC A S

A C L
timeslot
g r id ma p

config

LC M A P S c l n t
LC M A P S

r ole2 u id
r ole2 a f s

config

*  A n d  stor e in  j ob  r ep ositor y

I d
Y es/ n o

I d
c r ed list

N O W 1 . 3 ,  1 . 4 ,  2 +



David Groep – W P 4  s ec u rit y  u pdat e  – 2 0 0 2 . 0 5. 1 7   - 5

More components
�Configuration database

� The CDB should keep all relevant configuration/policies
� Can pub lish to inform ation services ( and integrate w ith W P 3  tools)
� H igh-level description language to b e defined in J une w orkshop

� M onitoring
� M onitoring over unsecure netw orks

� L oc al  I D  serv ic e
� To elim itate confusion:  prim ary  role is inside fab ric
� S ecure install services,  etc.
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Status and plans
�Progress on LCAS

� Added hook in gatekeeper → edg_ ga t ek eep er
� E arl y  prototy pe in R el eas e 1 . 2 :  s hipped as  s hared ob j ec t w ith three 
c om ponents  ( al l ow ,  b an,  tim es l ot)

� D y nam ic  pl u gin f ram ew orknow  b eing u nit tes ted w ithin W P 4 / gridif ic ation
� T o b e rel eas ed in 1 . 3
� M ore pl u g-in c om ponents  c an b e dev el oped independentl y  ( is  s im pl e)

�LCM APS
� R el eas e pl anning c hanged to prov ide it earl ier ( 1 . 4 )
� K eep al l  the u s ef u l  f u nc tional ity  f rom  Andrew
� E x tend w ith rol e s u pport ( interac tion w ith c l ient s ide T B D )


