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User’s A u t h o ri z a t i o n i n  E D G  2 . x

VO- VOM S

useruser serv i c eserv i c e

a ut h en t i c a t i o n  &  a ut h o ri z a t i o n i n f o

user cert
( l o n g  l i f e)

VO- VOM S

VO- VOM S

VO- VOM S

CA CA CAlow frequency

h i g h  frequency

h o st cert
( l o n g  l i f e)

authz cert
( s ho rt l i f e)

s erv i ce cert
( s ho rt l i f e)

authz cert
( s ho rt l i f e)

p ro x y  cert
( s ho rt l i f e)

voms-p r ox y -i n i t

crl update

r e g i st r a t i on

r e g i st r a t i on

LCAS
e d g -j a va -se c u r i t y



Overview of the New Security Model - n °  5

VOMS Overview

� Provides info about the user’s relationship with his VO(‘s)

� g roups,  “ c om pulsory ”  g roups,  roles (adm in,  student,  . . . ),  
c apabilities (free form  string ),  tem poral  bounds

� F eatures

� single login: voms- p r ox y - init only at the beginning of the session (replaces 
g r id - p r o x y - init ) ;

� expiration time: the au thoriz ation inform ation is only v alid  for a lim ited  
period  of tim e (possibly d ifferent from  the prox y certificate itself) ;

� b ac k w ard  c ompatib il ity :  the ex tra V O  related  inform ation is in the u ser’ s 
prox y certificate,  w hich can be still u sed  w ith non V O M S - aw are serv ices;

� mu l tipl e V O ’ s : the u ser m ay au thenticate him self w ith m u ltiple V O ’ s and  
create an aggregate prox y certificate;

� s ec u rity :  all client- serv er com m u nications are secu red  and  au thenticated .
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Auth/Authz  i n  S e r v i c e s

� GSI based or compatible authentication

� g rid- mapf ile or V O M S based authoriz ation ( can be both)

� policy  or A C L  based access control

� coarse and fine grained solutions

� access control descrip tion’ s sy ntax  is not standard

� implemented alternativ es:

� edg-j av a-security for J av a w eb  serv ices

� G S I / L C A S / L C M A P S for nativ e C / C + +  serv ices

� m od_ ssl/ G A C L for A p ach e b ased w eb  serv ices

� ( S lah grid for transp arent filesy stem  A C L s)
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� Local Centre Authorization Service (LCAS)

� Handles authorization requests to local fabric

� authorization d e c is ions  b as e d  on p rox y  us e r c e rtif ic ate  and  j ob  s p e c if ic ation;

� s up p orts grid- m a p f il e mechanism.

� Plug-i n  f r a m e w o r k  ( h o o k s  f o r  e x t e r n a l a ut h o r i z a t i o n  p lugi n s )

� al l o w ed u ser s ( grid- m a p f il e o r  a l l o w e d_ u s e rs . db ) ,  b anned u ser s ( b a n _ u s e rs . db ) ,  av ail ab l e
t imesl o t s ( t im e s l o t s . db )

� p l u g in f o r  V O M S  ( t o  p r o cess au t ho r iz at io n d at a)

� Local Credential Mapping Service (LCMAPS)

� provides l oc a l  c reden t ia l s n eeded f or j ob s in  f a b ric

� m a ppin g b a sed on  u ser iden t it y ,  V O  a f f il ia t ion ,  l oc a l  sit e pol ic y

� S p i t f i r e

� R ol e- b a sed a u t h oriz a t ion  w it h  su pport  f or a u t h oriz a t ion  in f o provided b y  V O M S

Local Site Authorization
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TODO

� Test th e p i ec es i n  th e Testb ed s

� U se th e sec u r i ty  m o d el  ->  g et r ea l  l i f e u se c a ses

� I m p l em en t th e m i ssi n g  p i ec es a n d  D i sc a r d i n g th e u n u sed

� C o m m o n sy n ta x  a n d  sem a n ti c s f o r  a c c ess c o n tr o l  c o n f i g u r a ti o n s

� S u b sti tu ti o n  o f  V O M S  c er ti f i c a tes b y  A ttr i b u te C er ti f i c a tes 
( R F C 3 2 8 1 )

� S u p p o r t f o r  ti m e c y c l i c / b o u n d  p er m i ssi o n s a n d  r o l es

� D a ta b a se r ep l i c a ti o n


