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What is Fabric Management 

�Definitions:

� C l u ster  ( or  F a r m ) : “ A  c ol l ec tion of c om p u ter s on a  
netw or k  th a t c a n fu nc tion a s a  sing l e c om p u ting  
r esou r c e th r ou g h  th e u se of tool s w h ic h  h id e th e 
u nd er l y ing  p h y sic a l  str u c tu r e“ .

� F a b r ic : " A  c om p l ete set of c om p u ting  r esou r c es 
( p r oc essor s,  m em or y ,  stor a g e)  op er a ted  in a  
c oor d ina ted  fa sh ion w ith  a  u nifor m  set of m a na g em ent 
tool s" .

� F u nc tiona l ity :

� E nter p r ise sy stem  a d m inistr a tion – sc a l a b l e to ~ 1 0 K  
nod es

� P r ov ision for  r u nning  g r id  j ob s

� P r ov ision for  r u nning  l oc a l  j ob s
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Architecture logical overview
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- Interface between 
G ri d - wi d e s erv i ces  and  
l o cal  fabri c;

- P ro v i d es  l o cal  
au th enti cati o n,  
au th o ri z ati o n and  
m ap p i ng  o f g ri d  
cred enti al s .

- Interface between 
G ri d - wi d e s erv i ces  and  
l o cal  fabri c;

- P ro v i d es  l o cal  
au th enti cati o n,  
au th o ri z ati o n and  
m ap p i ng  o f g ri d  
cred enti al s .
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Fabric mgt subsystems

O th er serv ices

Architecture logical overview

Farm A (LSF) Farm B  (P B S)

G rid  U ser

(Mass storage,
D i sk  p ool s)

L o cal  U ser

I n stal l atio n  &
N o d e M gmt

C o n f iguratio n
M an agemen t

M o n ito rin g &
Faul t T o l eran ce

Fabric
G rid if icatio n

R eso urce
M an agemen t

G rid  I n f o
S erv ices

R eso urce
B ro k er

D ata M gmt
( W P 2 )

G rid  D ata
S to rage

- p r o v i d e s  t r a n s p a r e n t  
a c c e s s  ( b o t h  j o b  a n d  
a d m i n )  t o  d i f f e r e n t  
c l u s t e r  b a t c h  s y s t e m s ;

- e n h a n c e d  
c a p a b i l i t i e s  ( e x t e n d e d  
s c h e d u l i n g  p o l i c i e s ,  
a d v a n c e d  r e s e r v a t i o n ,  
l o c a l  a c c o u n t i n g ) .

- p r o v i d e s  t r a n s p a r e n t  
a c c e s s  ( b o t h  j o b  a n d  
a d m i n )  t o  d i f f e r e n t  
c l u s t e r  b a t c h  s y s t e m s ;

- e n h a n c e d  
c a p a b i l i t i e s  ( e x t e n d e d  
s c h e d u l i n g  p o l i c i e s ,  
a d v a n c e d  r e s e r v a t i o n ,  
l o c a l  a c c o u n t i n g ) .



Grid Tutorial  - 7 / 1 4 / 2 0 0 3 – F ab ric M an ag e m e n t - n °  8

Installation &
N od e  M g m t

F ab r ic  m g t su b sy ste m s

O th e r  se r v ic e s

Architecture logical overview

Farm A (LSF) Farm B  (P B S)

G r id  U se r

(Mass storage,
D i sk  p ool s)

L oc al U se r

C onf ig u r ation
M anag e m e nt

M onitor ing  &
F au lt T ole r anc e

F ab r ic
G r id if ic ation

R e sou r c e
M anag e m e nt

G r id  Inf o
S e r v ic e s

R e sou r c e
B r ok e r

D ata M g m t

G r id  D ata
S tor ag e
( W P 5 )

- p r o v i d e s  t h e  t o o l s  t o  
i n s t a l l  a n d  m a n a g e  a l l  
s o f t w a r e  r u n n i n g  o n  t h e  
f a b r i c  n o d e s ;

- A g e n t  t o  i n s t a l l ,  u p g r a d e ,  
r e m o v e  a n d  c o n f i g u r e  
s o f t w a r e  p a c k a g e s  o n  t h e  
n o d e s .  

-b o o t s t r a p  s e r v i c e s  a n d  
s o f t w a r e  r e p o s i t o r i e s .

- p r o v i d e s  t h e  t o o l s  t o  
i n s t a l l  a n d  m a n a g e  a l l  
s o f t w a r e  r u n n i n g  o n  t h e  
f a b r i c  n o d e s ;

- A g e n t  t o  i n s t a l l ,  u p g r a d e ,  
r e m o v e  a n d  c o n f i g u r e  
s o f t w a r e  p a c k a g e s  o n  t h e  
n o d e s .  

-b o o t s t r a p  s e r v i c e s  a n d  
s o f t w a r e  r e p o s i t o r i e s .
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-provides a central storage 
and m anagem ent of  all 
f ab ric conf igu ration 
inf orm ation;

- central D B  and set of  
protocols and A P I s to 
store and retrieve 
inf orm ation.

-provides a central storage 
and m anagem ent of  all 
f ab ric conf igu ration 
inf orm ation;

- central D B  and set of  
protocols and A P I s to 
store and retrieve 
inf orm ation.
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Architecture logical overview

Farm A (LSF) Farm B  (P B S)

Grid User

(Mass storage,
D i sk  p ool s)

L o c a l  User

I n st a l l a t io n  &
N o de M g m t

C o n f ig u ra t io n
M a n a g em en t

M o n it o rin g  &
F a u l t  T o l era n c e

F a b ric
Gridif ic a t io n

R eso u rc e
M a n a g em en t

Grid I n f o
S erv ic es

W P 4  su b sy st em s

O t h er W p s

R eso u rc e
B ro k er

D a t a  M g m t

Grid D a t a
S t o ra g e

- p r o v i d e s  t h e  t o o l s  f o r  
g a t h e r i n g  m o n i t o r i n g  
i n f o r m a t i o n  o n  f a b r i c  
n o d e s ;

- c e n t r a l  m e a s u r e m e n t  
r e p o s i t o r y  s t o r e s  a l l  
m o n i t o r i n g  i n f o r m a t i o n ;

- f a u l t  t o l e r a n c e  
c o r r e l a t i o n  e n g i n e s  
d e t e c t  f a i l u r e s  a n d  
t r i g g e r  r e c o v e r y  a c t i o n s .

- p r o v i d e s  t h e  t o o l s  f o r  
g a t h e r i n g  m o n i t o r i n g  
i n f o r m a t i o n  o n  f a b r i c  
n o d e s ;

- c e n t r a l  m e a s u r e m e n t  
r e p o s i t o r y  s t o r e s  a l l  
m o n i t o r i n g  i n f o r m a t i o n ;

- f a u l t  t o l e r a n c e  
c o r r e l a t i o n  e n g i n e s  
d e t e c t  f a i l u r e s  a n d  
t r i g g e r  r e c o v e r y  a c t i o n s .
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User job management (Grid and 
l oc al )
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F a b ric  m g t  su b sy st em s

O t h er serv ic es

R eso u rc e
B ro k er

D a t a  M g m t
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User job management (Grid and 
l oc al )

Fabric mgt subsystems

- S u b m i t  j o b- S u b m i t  j o b

Farm A (LSF) Farm B  (P B S)

G rid  U ser

(Mass storage,
D i sk  p ool s)

L o cal  U ser

M o n ito rin g

Fabric
Gridification

R e s ou rce
M anag e m e nt

Grid I nfo
S e rv ice s

O th e r s e rv ice s

R e s ou rce
B rok e r

D ata M g m t

Grid D ata
S torag e
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- publish resource and 
account ing  inf orm at ion

- publish resource and 
account ing  inf orm at ion
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User job management (Grid and 
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- Optimized selection of 
site

- Optimized selection of 
site
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User job management (Grid and 
l oc al )
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- M a p  g rid  � l oc a l  
c red en tia l s

- Authorize

- M a p  g rid  � l oc a l  
c red en tia l s
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User job management (Grid and 
l oc al )
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- Select an optimal batch 
q u eu e and  s u bmit

- R etu r n j ob s tatu s  and  
ou tpu t

- Select an optimal batch 
q u eu e and  s u bmit

- R etu r n j ob s tatu s  and  
ou tpu t
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Gridification Architecture

•ComputingElement•ComputingElement

•Grid
•Scheduler

•(WP1)

•Grid
•Scheduler

•Resource request in JDL
•In VOMS•- signed, established 

•security context 

•LCAS

•static list•static list

•wallclocktime•wallclocktime

•quota check•quota check

•resource use•resource use

•plug•-•ins•LCMAPS

•FLIDS

•Policy

•WP4 non•-•gridificationOther fabric mgt component

•Gridification component •Gridification component 

•Policy

•Credential Rep.

•uid/gid•uid/gid

•other 
•tokens

•other 
•tokens

•SE•SE

•Configuration 
•Mgmt,

•Installation
•Mgmt

•Configuration 
•Mgmt,

•Installation
•Mgmt

•RMS•RMS

•farms

•FabNAT•FabNAT

•External to fabric

•Internal to fabric

•StorageElement 

•(Configuration Mgmt)

•(Configuration Mgmt)

•Globus Gatekeeper•Globus Gatekeeper

•Policy

•Job repository
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LCAS 1.0 (EDG release 1.2)

�The L o c a l  C en t r e A u t ho r i z a t i o n  S er v i c e ( L C A S ) ha n d l es  
a u t ho r i z a t i o n  r eq u es t s  t o  t he l o c a l  c o m p u t i n g  f a b r i c .

� A u t ho r i z a t i o n  p l u g i n f r a m ew o r k ,  l i b r a r y .  

�The a u t ho r i z a t i o n  d ec i s i o n  o f  t he L C A S  i s  b a s ed  u p o n  t he 
u s er s '  p r o x y  c er t i f i c a t e a n d  t he j o b  s p ec i f i c a t i o n  i n  R S L  
( J D L ) f o r m a t .  The c er t i f i c a t e a n d  R S L  a r e p a s s ed  t o  ( p l u g -
i n )  a u t ho r i z a t i o n  m o d u l es ,  w hi c h g r a n t  o r  d en y  t he a c c es s  
t o  t he f a b r i c .  Thr ee s t a n d a r d  a u t ho r i z a t i o n  m o d u l es  a r e 
p r o v i d ed  b y  d ef a u l t :  

� lcas_userallow.mod, checks if user is allowed on the fabric (currently  the 
g ridmap  file is checked) . 

� lcas_userban.mod, checks if user should be banned from the fabric. 

� lcas_timeslots.mod, checks if fabric is op en at this time of the day  for datag rid 
j obs. 
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Authentication control flow EDG 
g atek eep er

LCAS

allowed

timeslot

banned 

policy

C=IT/O=INFN 
/L=CNAF
/CN=Pinco Palla
/CN=proxy

VOMS
pseudo-

cert

Job Manager
fork+exec args, submit script

LCMAPS open, learn,
&run:

… and return legacy uid

LCAS authZ call out

GSI AuthN

accept

TLS auth

assist_gridmap

Jobmanager-*

Original Gatekeeper
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RMS architecture
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Fabric Monitoring architecture

Measurement Repository (MR)Monitored  nod es

Sensor Monitoring 

S e ns or A ge nt 

( MS A )

C a c h eConsumer
L oc a l  C ons u m e r

Sensor
S e ns or

Consumer
Consumer

G l ob a l  C ons u m e r

D a ta b a s e
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Monitored nodes

�Sensors m ea su re M et ri c s m a i nl y l oc a l l y :  C P U  u t i l i z a t i on,  
net w ork  t h rou g h p u t ,  d a em ons st a t u s,  et c .

� M SA  – M oni t ori ng  Sensor A g ent :

� collects sen sor s d a ta ,  stor es th em i n  a  loca l ca ch e a n d sen d s

th em to th e cen tr a l r ep osi tor y

� tr i g g er s m ea su r em en ts a ccor d i n g to th e con f i g u r ed sch ed u le.

� L oc a l  C a c h e:  a l l ow s l oc a l  c onsu m ers t o h a v e f a st a c c ess t o 
m oni t ori ng  i nf orm a t i on.  D a t a  c a n b e c ol l ec t ed ev en i f  t h e nod e
i st em p ora l l y i sol a t ed f rom c ent ra l  rep osi t ory .

� O u t g oi ng d a t a  c onsi st of  a  v a l u e a ssoc i a t ed t o a  m et ri c
i d ent i f i er ( w h a t ) ,  a  t i m est a m p ( w h en) ,  a  t a rg et i d ent i f i er 
( w h ere) ,  a nd a n a g ent  i d ent i f i er ( w h o) .
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Measurement R ep o si to ry  

�Receives sa m p l es f r o m a l l  t h e n o d es

� S t o r es d a t a :

� Plain t e x t D B

� O r ac le  D B

� F o l l o w s d a t a  u p  t o  su b scr ib er s

� A n sw er s q u er ies

� in f o r m a t io n

� C o n su m er s ca n su b scr ib e t o  m et r ics a n d r eceive n o t if ica t io n  
w h en n ew  sa m p l es a r e a va il a b l e
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RMS - Re s o u r c e  Ma n a g e m e n t  Sy s t e m
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RMS functionality

� The Resource Management System (RMS) is responsible for 
the management of local user j obs,  grid  user j obs and  
maintenance j obs w ithin a site,  that is build  of one to many 
clusters.  

� I t enhances capabilities of the G lobus Toolk it j ob 
management that submits j obs to a specific resource.  

� The enhancements enabled  by the RMS includ e:  

� advanced scheduling mechanisms, e.g. backfill, fair share

� sup p o rt  fo r advance reservat io ns

� sup p o rt  fo r maint enance t asks, e.g. no de o n/ o ff. 

� S up p o rt  t o  t he E D G  grid acco unt ing infrast ruct ure
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Fabric Management @ Release 2.0

� Installation and configuration: 

L C F G  ( L ocal C onF iG uration sy ste m )

� G ridification: 

L C A S  +  e dg_ gate k e e p e r

� M onitoring

FMON

� R e source  M anage m e nt

R MS
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LCFG (Local ConFiGuration system)

� LCFG is originally developed by the Computer Science 
D epartment of  E dinburgh U niversity

� W idely used f abric management tool,  w hose purpose is
to handle automated installation and conf iguration in a 
very diverse and evolving environment

� B asic f eatures:

� automatic installation of O.S.

� installation/ up g r ad e / r e mov al of all ( r p m- b ase d )  softw ar e  

p ack ag e s

� ce ntr aliz e d  config ur ation and  manag e me nt of mach ine s

� e x te nd ib le  to config ur e  and  manag e  E D G  mid d le w ar e  and  

custom ap p lication softw ar e

� LCFGng: updated version of LCFG, customized to EDG 

needs.  T h is is th e version used at EDG 2 . 0
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A collection of agents read 
configu ration p aram eters and 
eith er generate traditional config 
files or directly  m anip u late v ariou s 
serv ices

Ab stract configu ration 
p aram eters for all nodes 
stored in a central 
rep ository

ldxprof

Load
Profile

Generic

Component

Profile
Object

rdxprof

Read
Profile

LCFG Objects

Lo ca l  ca ch e

Client nodes

W eb  S er v er

H T T P

X M L  P r of ile

L CF G ng  Conf ig  F iles

Make XML
Profile

S er v er

LCFGng system architecture

+inet.services  telnet login ftp

+inet.allow     telnet login ftp sshd

+inet.allow_telnet  ALLOWED_NETWORKS

+inet.allow_login   ALLOWED_NETWORKS

+inet.allow_ftp     ALLOWED_NETWORKS

+inet.allow_sshd    ALL

+inet.daemon_sshd   yes

.....

+auth.users             mickey

+auth.userhome_mickey   /home/mickey

+auth.usershell_mickey  /bin/tcsh

+inet.services  telnet login ftp

+inet.allow     telnet login ftp sshd

+inet.allow_telnet  ALLOWED_NETWORKS

+inet.allow_login   ALLOWED_NETWORKS

+inet.allow_ftp     ALLOWED_NETWORKS

+inet.allow_sshd    ALL

+inet.daemon_sshd   yes

.....

+auth.users             mickey

+auth.userhome_mickey   /home/mickey

+auth.usershell_mickey  /bin/tcsh

Conf ig  f iles



Grid Tutorial  - 7 / 1 4 / 2 0 0 3 – F ab ric M an ag e m e n t - n °  2 9

A collection of agents read 
configu ration p aram eters and 
eith er generate traditional config 
files or directly  m anip u late v ariou s 
serv ices

Ab stract configu ration 
p aram eters for all nodes 
stored in a central 
rep ository

ldxprof

Load
Profile

Generic

Component

Profile
Object

rdxprof

Read
Profile

LCFG Objects

Lo ca l  ca ch e

Client nodes

W eb  S er v er

H T T P

X M L  P r of ile

L CF G ng  Conf ig  F iles

Make XML
Profile

S er v er

LCFGng system architecture

<inet>

<allow cfg:template="allow_$ tag_$ daemon_$">

<allow_RECORD cfg:name="telnet">

<allow>192.168., 192.135.30.</allow>

</allow_RECORD>

.....

</auth>

<user_RECORD cfg:name="mickey">

<userhome>/home/MickeyMouseHome</userhome>

<usershell>/bin/tcsh</usershell>

</user_RECORD>

<inet>

<allow cfg:template="allow_$ tag_$ daemon_$">

<allow_RECORD cfg:name="telnet">

<allow>192.168., 192.135.30.</allow>

</allow_RECORD>

.....

</auth>

<user_RECORD cfg:name="mickey">

<userhome>/home/MickeyMouseHome</userhome>

<usershell>/bin/tcsh</usershell>

</user_RECORD>

X M L  p r of iles
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Profile
Object

inet auth

/etc/shadow
/etc/shadow

/etc/group
/etc/group

/etc/passwd

....

mickey:x:999:20::/home/Mickey:/bin/tcsh

....

/etc/passwd

....

mickey:x:999:20::/home/Mickey:/bin/tcsh

....
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LCFGng: what’s a component?

� It's a simple Perl script

� E ach  co mpo n en t pro v id es a C o n f ig u re( ) meth o d  in v o k ed  o n  

startu p o r w h en  co n f ig u ratio n  ch an g es

� A  simple an d  ty pical co mpo n en t b eh av io r:

� Started when notified of a configuration change

� L oads  its  configuration ( l ocal l y  cached)

� C onfigures  the ap p rop riate s erv ices ,  b y  trans l ating config

p aram eters  into a traditional  config fil e and rel oading a s erv ice if 

neces s ary  ( e. g.  res tarting a init. d s erv ice) .

� L C F G n g  pro v id es co mpo n en ts to  man ag e th e co n f ig u ratio n  o f  

serv ices o f  a mach in e:  in et,  au th ,  n f s,  cro n ,  . . .

� A d min s/ mw  d ev elo pers can  b u ild  n ew  cu sto m co mpo n en ts to  

co n f ig u re an d  man ag e th eir o w n  applicatio n s
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LCFGng component template

#! / usr / bi n/ per l - w 

package LCFG: : MyComp;  

@I SA = qw( LCFG: : Component ) ;  

use st r i c t ;  

use LCFG: : Component ;  

use LCFG: : Conf i g;  # EDG speci f i c

sub Conf i gur e( $$@)  {  

my ( $sel f , $r es)  = @_;  

my $conf i g=LCFG: : Conf i g- >new( $r es) ;  

my $age=$conf i g- >get Val ue( ' / per sons/ John/ age' ) ;  

$sel f - >Fai l (  " t oo young" )  unl ess ( $age>18) ;

}  

new LCFG: : MyComp( )  - > Di spat ch( ) ;  
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LCFGng component template (II)

�Configure() method:

# Do the configuration

sub Configure($$@) {

my ($self,$res) = @_;

my $config=LCFG::Config->new($res);

# do whatever is necessary to reconfigure your 
service

}
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LCFGng Component Example (I)

Edg- l c f g- s y s l o g – c o n f i gu r e s  / e t c / s y s l o g. c o n f

. de f  f i l e :

@additions add_$

Additions

add_$

R e s o u r c e s  de f i n e d o n  s e r v e r :

syslog.additions monitoring kernel

syslog.add_monitoring local3.*  
|/var/obj/tmp/monitor.fifo

syslog.add_kernel kern.*    /var/log/kernel.log
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LCFGng Component Example (II)

Component: Configure() method. First part: template generation

sub Conf i gur e( $$@)  {

my ( $sel f , $r es, @ar gs) =@_;
my $conf i g=LCFG: : Conf i g- >new( $r es) ;

my $sysl ogconf =' / et c/ sysl og. conf ' ;

my $st at us = LCFG: : Templ at e: : Subst i t ut e
(  ' / usr / l i b/ l cf g/ conf / sysl og/ t empl at e' ,

' / var / obj / conf / sysl og/ conf i g' ,  0,  $r es ) ;

unl ess ( def i ned( $st at us) )  {
$sel f - >LogMessage( $@) ;
$sel f - >Fai l (  " f ai l ed t o cr eat e conf i g f i l e ( see 

l ogf i l e) " ) ;
}
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LCFGng Component Example(III)

Component: Configure() method. Second part: add missing resources

#ext r a val ues f r om ' addi t i ons' ,  usi ng NVA API

my $addi t i ons=$conf i g- >get El ement ( ' / addi t i ons' ) ;
my @add_ar r ay=( ) ;
whi l e ( $addi t i ons- >i sNext El ement ( ) )  {

my $add=$addi t i ons- >get Next El ement ( ) ;
my $add_el =$conf i g>get El ement ( ' / addi t i ons/ ' . $add. ' / add' ) ;
push( @add_ar r ay, $add_el - >get Val ue( ) ) ;

}

i f  ( scal ar  ( @add_ar r ay) )  {
open ( CFG,  ' >>/ var / obj / conf / sysl og/ conf i g' )  | |  

$sel f - >Fai l ( ' cannot  open conf i g f i l e ( see 
l ogf i l e) ' ) ;

pr i nt  CFG j oi n( " \ n" , @add_ar r ay) . " \ n" ;
c l ose ( CFG)  | |  

$sel f - >Fai l ( ' cannot  c l ose conf i g f i l e ( see 
l ogf i l e) ' ) ;

}
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LCFGng Component Example(IV)

Component: Configure() method. Third part: copy config fil e,  res tart s erv ice

# copy over  t o def i ni t i ve l ocat i on i f  f i l es ar e di f f er ent

i f  ( syst em( " / usr / bi n/ cmp - s $sysl ogconf           
/ var / obj / conf / sysl og/ conf i g" ) ) {

$sel f - >LogMessage( " updat i ng conf i g f i l e" ) ;

syst em( ' cp - f  ' . $sysl ogconf . '  ' . $sysl ogconf . ' . ol d' ) ;  
syst em( ' cp - f  / var / obj / conf / sysl og/ conf i g ' . $sysl ogconf )  

&& $sel f - >Fai l ( " copyi ng t empl at e t o $sysl ogconf :  " .  $?) ;

# r est ar t  ser vi ce
i f  ( syst em( ' / sbi n/ ser vi ce sysl og r est ar t ' ) )  {

$sel f - >Fai l ( ' i ni t . d sysl og r est ar t  f ai l ed:  ' .  $?) ;
}

}

r et ur n 1;  #OK

}
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Software distribution with LCFGng

� It is done with an LCFGng tool called u p dater p m s.

� T he standar d sy stem  p ack aging f or m at is u sed:  rpm f or  Linu x

� It is m anaged v ia an LCFGng com p onent.

� Fu nctionality :

1 . Com p ar es the p ack ages cu r r ently  installed on the local node with

the p ack ages  listed in the conf igu r ation

2 . Com p u tes the necessar y  install/ deinstall/ u p gr ade op er ations 

3 . O r der s the tr ansaction op er ations tak ing into accou nt r p m  

dep endency  inf or m ation

4 . Inv ok es the p ack ager ( R P M )  with the r ight op er ation tr ansaction set 

� P ack ager  f u nctionality :

1 . R ead op er ations ( tr ansactions)

2 . D ownloads new p ack ages f r om  r ep ositor y

3 . E x ecu tes the op er ations ( installs/ r em ov es/ u p gr ades)
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Summary

� Fabric management components deployed on release 2 . 0 :

� I nstallation and C onf igu ration management f u nctionality:  

� L C FG  ( L ocal C onFiG u ration system) :  h andles au tomated 

installation,  conf igu ration and management of  mach ines.

� G ridif ication f u nctionality:  

� L C A S  ( L ocal C entre A u th oriz ation S erv ice)  +  

edg_ gatek eeper:  h andle au th oriz ation req u ests to th e local 

compu ting f abric.

� Fabric monitoring f u nctionality:

� FM O N : prov ides a client ( M S A )  ru nning sensors on each  

node to monitor,  and a central serv er to collect data.

� R esou rce M anagement f u nctionality:  

� R M S :  management of  local u ser j obs,  grid u ser j obs and 

maintenance j obs w ith in a site,  bu ilt f rom one to many 

clu sters


