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Overview

� User side

� Getting a  c er tif ic a te

� B ec o m ing a  m em b er  o f  th e V O

� S erv er side

� A u th entic a tio n /  C A

� A u th o r iz a tio n /  V O

( w it h  so m e ex a m p l es)
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Authentication/Authorization

� Authentication (CA Working Group)

� 16 n a t i o n a l  c e r t i f i c a t i o n  a u t h o r i t i e s

+  C r o s s G r i d  C A s

� p o l i c i e s  &  p r o c e d u r e s  � m u t u a l  t r u s t

� u s e r s  i d e n t i f i e d  b y  C A ’ s  c e r t i f i c a t e s

� Authoriz ation (Authoriz ation Working Group)

� B a s e d  o n  V i r t u a l  O r g a n i z a t i o n s  ( V O ) .

� M a n a g e m e n t  t o o l s  f o r  

V O  m e m b e r s h i p  l i s t s .

� 6 + 2 V i r t u a l  O r g a n i z a t i o n s

TutorialLHCb

T e s t be dCM S

B i o m e d i c a lA T LA S

E a r t h  O bs .A LI CE

V O ’ s

U S - D O E S u b CA

D A T A G R I D - E S

G r i d P P

U S – D O E R o o t
CA

Cr o s s G r i d ( * )

R u s s i a n  
D a t a G r i d

LI P

N o r d u G r i d

N I K HE F

I N F N

G r i d - I r e l a n d

G e r m a n G r i d

C N R S ( 3 )

CE S N E T

CE R N

CA ’ s
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Authentication O v er v iew

CA

V O

user serv i c e
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Certificate Request

CA

V O

user serv i c e

c ert - req uest

g ri d - c ert - req uest

once in every year
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Requesting a  C er tif ic a te

�grid- c e rt - re q u e s t

A certificate request and private key is being created.

[ ...]

U sing co nfiguratio n fro m  / usr/ l o cal / grid/ gl o bus/ etc/ gl o bus-user-ssl eay.co nf

G enerating a 1 0 2 4  bit R S A private key

[ ...]

A private key and a certificate request h as been generated w ith  th e subj ect:

/O=Grid/O=CERN/OU=c e rn . c h /CN=A k o s  F ro h n e r

[ ...]

Y o ur private key is sto red in .../ . g l o b u s /u s e rk e y . p e m

Y o ur request is sto red in .../ . g l o b u s /u s e rc e rt _ re q u e s t . p e m

P l ease e-mail the certificate request to the CERN CA

cat .../.g l o b u s /u s e r ce r t_ r e q u e s t.p e m |  m ai l ce r n - g l o b u s - ca@ ce r n .ch

Y our certificate w ill b e mailed  to y ou w ithin  tw o w ork in g  d ay s.
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Request Details...

�openssl req – i n ~ / . g lob u s/ u serc ert _ requ est . pem – t ex t

Data:

V e r s i o n : 0  ( 0 x 0 )

S u b j e c t: O = G r i d ,  O = C E R N ,  O U = c e r n .c h ,  C N = A k o s  F r o h n e r U s e r  
i n f o r m ati o n

S u b j e c t P u b l i c  K e y  I n f o :

P u b l i c  K e y  A l g o r i th m : r s aE n c r y p ti o n

R S A  P u b l i c  K e y : ( 1 0 2 4  b i t)

M o d u l u s  ( 1 0 2 4  b i t) : P u b l i c  k e y

0 0 :b a:ae :e 2 :9 a:9 8 :b e :9 4 :f 5 :f 5 :9 e :e 7 :f 7 :0 6 :5 8 : [ ...]

E x p o n e n t: 6 5 5 3 7  ( 0 x 1 0 0 0 1 )

S i g n atu r e  A l g o r i th m : m d 5 W i th R S A E n c r y p ti o n S i g n atu r e  o n  th e  p u b l i c

2 9 :8 7 :6 3 :4 0 :6 5 :af :1 b :3 9 :e 9 :7 1 :b 9 :3 f :7 0 :8 0 :0 c :2 7 :7 1 :0 e : [ ...] k e y  an d  u s e r  
i n f o r m ati o n

- - - - - B E G I N  C E R T I F I C A T E  R E Q U E S T - - - - - P E M e n c o d e d  r e q u e s t

M I I B h j C B 8 A I B A DB H M Q 0 w C w Y DV Q Q K E w R H c m l k M Q 0 w C [ ...]

- - - - - E N D C E R T I F I C A T E  R E Q U E S T - - - - -
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Certificate Signing

CA

V O

user serv i c e

c ert - req uest

g ri d - c ert - req uest

c ert i f i c a t e

c ert  si g n i n g
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Signing a Request

Upon a certificate request from the user

�check ing  the id entity  of the user ( R eg istration A uthority )

�sig ning  the request and  send ing  b ack  the resul t

� openssl ca – i n u ser cer t _ r eq u est . pem  – ou t  u ser cer t . pem

� if something  g oes w rong :  rev ocation of a certificate - >  C R L

� the issued  certificates are d escrib ed  in the C ertificate P ol icy  
( C P )

� the process is d escrib ed  in the C ertificate P ractice S tatement 
( C P S )
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Private Key

�openssl rsa -i n ~ / .g lob u s/ u serk ey .pem –t ex t

Enter PEM pass phrase:

Pri v ate-K ey : ( 1 0 2 4  b i t)

m o d u l u s: [ . . . ]

pu b l i c Ex po nent: . . . . .  ( 0 x . . . . . . )

pri v ateEx po nent: [ . . . ]

pri m e1 : [ . . . ] pri v ate param eters

pri m e2 : [ . . . ]

ex po nent1 : [ . . . ]

ex po nent2 : [ . . . ]

c o ef f i c i ent: [ . . . ]

w ri ti ng  R S A  k ey

-----B EG I N  R S A  PR I V A T E K EY ----- PEM enc o d ed  pri v ate k ey

-----EN D  R S A  PR I V A T E K EY -----
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Certificate Details 1.

�openssl x 5 0 9  – i n ~ / . g lob u s/ u ser c er t . pem – t ex t

Certificate:

D ata:

V ers io n : 3  ( 0 x 2 ) X 5 0 9 . 3  – w ith  
ex ten s io n s

S erial  N u m b er: 1 9 9  ( 0 x c7 )

S ig n atu re A l g o rith m : m d 5 W ith R S A E n cry p tio n

I s s u er: C= CH ,  O = CE R N ,  CN = CE R N  CA I s s u er CA

V al id ity

N o t B efo re: J u n  1 1  0 8 :2 5 :5 9  2 0 0 2  G M T l o n g  term  
certificate

N o t A fter : S ep  2 9  1 1 :2 2 :3 3  2 0 0 2  G M T

S u b j ect: O = G rid ,  O = CE R N ,  O U = cern . ch ,  CN = A k o s  F ro h n er u s er 
in fo rm atio n

S u b j ect P u b l ic K ey  I n fo : [ . . . ] s am e as  in  th e req u es t
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Certificate Details 2.

X509v3 extensions:

N etsc a p e B a se U r l : C er tif ic a te extensions

h ttp ://h om e.c er n.c h /g l ob u s/c a

N etsc a p e C er t T y p e: 

S S L  C l ient,  S /M I M E ,  O b j ec t S ig ning c l ient/u ser  c er tif ic a te

N etsc a p e C om m ent: 

F or  D a ta G r id  u se onl y

N etsc a p e R evoc a tion U r l : 

h ttp ://h om e.c er n.c h /g l ob u s/c a /c er n.c r l .p em C R L  inf or m a tion

N etsc a p e C A  P ol ic y U r l : 

h ttp ://h om e.c er n.c h /g l ob u s/c a /C P S .p d f P ol ic y  inf or m a tion

S ig na tu r e A l g or ith m : m d 5W ith R S A E nc r y p tion

54 :8 b :6 6 :e8 :d c :6 0:c d :e3:d c :4 3:a 7 :c 9:3a :1 2 :2 c :7 3:05:1 3: [ ...]
S ig na tu r e on th e inf or m a tion
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Preparation for Registration

CA

V O

user serv i c e

c ert . p k c s1 2
c o n v ert

c ert - req uest

g ri d - c ert - req uest

c ert i f i c a t e

c ert  si g n i n g
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Registration/Authorization

User registration in an EDG Virtual Organisation

� c onv ert y our c ertif ic ate:  

� openssl pkcs12 –ex por t  –i n ~ / . g lob u s/ u ser cer t . pem  –

i nkey  

~ / . g lob u s/ u ser key . pem  –ou t  u ser . p12 –na m e ’ J oe S m i t h ’

� im p ort y our c ertif ic ate in y our b row ser

�sign th e usage guid elines:  
h ttp s: / / m arianne. in2 p 3 . f r/ c gi-b in/ d atagrid / register/ ac c ount. p l

�ask  an ac c ount f rom  y our VO ad m inistrator b y  em ail

->  Y ou are registered  in th e VO-L DA P  serv er and  h av e a user 
ac c ount.
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Registration

CA

V O

user serv i c e

reg i st ra t i o n
c ert . p k c s1 2

c o n v ert

c ert - req uest

g ri d - c ert - req uest

c ert i f i c a t e

c ert  si g n i n g

Usage 

gu i d el i n es

A c c o u n t

R egi st r at i o n

once for the lifetime 

of the V O  
(only the DN not the keys, 

so they may change)
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Starting a Session

CA

V O

user serv i c e

p ro x y - c ert
g ri d - p ro x y - i n i t

reg i st ra t i o n
c ert . p k c s1 2

c o n v ert

c ert - req uest

g ri d - c ert - req uest

c ert i f i c a t e

c ert  si g n i n g

every 12/24 
h o u rs
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Usage

You must have a valid certificate from a trusted CA!

� „ log in ” :  grid- p ro x y - in it

short lifetime certificate:  2 4  hours

Enter PEM pass phrase:

...........................+++++

....................................+++++

�check in g  the p rox y :  grid- p ro x y - in f o  - s u b j e c t

/O=Grid/O=CERN/OU=cern.ch/CN=Akos Frohner/CN=proxy

� „ log out” :  grid- p ro x y - de s t ro y

->  use the g rid services

Password: name of .crt/.key file in 
~/.globus without extension
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Proxy Certificate details

�openssl x 5 0 9  – i n / t m p/ x 5 0 9 u p_ u ` i d  - u `  - t ex t
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Certificate Request for a Host

CA

V O

user serv i c e

p ro x y - c ert
g ri d - p ro x y - i n i t

reg i st ra t i o n
c ert . p k c s1 2

c o n v ert

c ert - req uest

g ri d - c ert - req uest

c ert i f i c a t e

c ert  si g n i n g

h o st - req uest

g ri d - c ert - req uest

once in every year
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Signing the Certificate

CA

V O

user serv i c e

p ro x y - c ert
g ri d - p ro x y - i n i t

reg i st ra t i o n
c ert . p k c s1 2

c o n v ert

c ert - req uest

g ri d - c ert - req uest

c ert i f i c a t e

c ert  si g n i n g

h o st - c ert

c ert  si g n i n g

h o st - req uest

g ri d - c ert - req uest
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Configuration on the Server

CA

V O - L D AP

user serv i c e

p ro x y - c ert
g ri d - p ro x y - i n i t

reg i st ra t i o n
c ert . p k c s1 2

c o n v ert

c ert - req uest

g ri d - c ert - req uest

c ert i f i c a t e

c ert  si g n i n g

h o st - c ert

c ert  si g n i n g

h o st - req uest

g ri d - c ert - req uest

c a - c ert i f i c a t e

c rl

c ert / c rl  up d a t e

automatically 
up d ate d  e v e r y 

n ig h t/ w e e k  
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Service

You must have the trusted CA certificates in files and the VO-
L D AP  server( s)  U R L  config ured.

�reg istering  a trusted CA

� /etc/grid- s ecu rity /certif ica tes :  h a s h ed cert,  crl  a n d u rl

� g enerating  a g ridmap  file:  mk g ridmap

� /etc/grid- s ecu rity /gridm a p :  D N  - >  u s erid/gid m a p p in g

� g enerating  host/ service certificate:  
g rid-cert-req uest –host 
( see user certificates for the w hole p rocess)

S tart the service!
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Service: CA Certificates

� ls /etc/grid- secu rity /certif ica tes

0ed6468a.0               c35c1972.0               d64ccb53.0

0ed6468a.crl_url         c35c1972.crl_url         d64ccb53.crl_url

0ed6468a.r0               c35c1972.r0              d64ccb53.r0

0ed6468a.signing_policy   c35c1972.signing_policy  d64ccb53.signing_policy

16da7552.0                cf4ba8c8.0               df312a4e.0

16da7552.crl_url          cf4ba8c8.crl_url         df312a4e.crl_url

16da7552.r0               cf4ba8c8.r0              df312a4e.r0

16da7552.signing_policy   cf4ba8c8.signing_policy df312a4e.signing_policy

�ca t c3 5 c1 9 7 2 . crl_ u rl

http://globus.home.cern.ch/globus/ca/cern.crl.pem
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Service: a certificate

�cat c35c1972.signing_policy

# EACL CERN CA

access_id_CA    X509 '/C=CH/O=CERN/CN=CERN CA'

pos_rights      globus CA:sign 

cond_subjects   globus '"/C=ch/O=CERN/*" "/C=CH/O=CERN/*" 
"/O=Grid/O=CERN/*" "/O=CERN/O=Grid/"'

�ope nssl x 50 9 -in c35c1972.0  – te x t

Issuer: C=CH, O=CERN, CN=CERN CA [...] the issuer and the subject are 
the same

Subject: C=CH, O=CERN, CN=CERN CA [...] self signed certificate

X509v3 extensions:

X509v3 Basic Constraints: critical

CA:TRUE [...] it may be used to sign other certificates

Netscape Cert Type: 

SSL CA, S/MIME CA, Object Signing CA it is a CA certificate
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Service: Revocation List

�openssl crl -i n c3 5 c1 9 7 2 . r0  – t ex t

Certificate Revocation List (CRL):

Version 1 (0x0)

Signature Algorithm: md5WithRSAEncryption

Issuer: /C=CH/O=CERN/CN=CERN CA the issuer is the CA itself

Last Update: Jul  1 17:53:17 2002 GMT

Next Update: Aug  5 17:53:17 2002 GMT next update: shall be checked

Revoked Certificates:

Serial Number: 5A the revoced certificate’s number

Revocation Date: May 24 16:45:52 2002 GMT

Signature Algorithm: md5WithRSAEncryption Signature – as usual



Grid Tutorial  - 7 / 1 4 / 2 0 0 3 – S e c urity S e rv ic e s  - n °  2 6

Authorization Information

CA

V O - L D AP

user serv i c e

p ro x y - c ert
g ri d - p ro x y - i n i t

reg i st ra t i o n
c ert . p k c s1 2

c o n v ert

c ert - req uest

g ri d - c ert - req uest

c ert i f i c a t e

c ert  si g n i n g

h o st - c ert

c ert  si g n i n g

g ri d m a p
m k g ri d m a p

h o st - req uest

g ri d - c ert - req uest

c a - c ert i f i c a t e

c rl

c ert / c rl  up d a t e

automatically 
up d ate d  e v e r y 

n ig h t/ w e e k  
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Gridmap file: configuration

�cat /etc/grid- s ecu rity /m k gridm ap . co n f

auth ldap://marianne.in2p3.fr/ou=People,o=testbed,dc=eu-datagrid,dc=org

# EDG Standard Virtual Organizations

group ldap://grid-vo.nikhef.nl/ou=testbed1,o=alice,dc=eu-datagrid,dc=org .alice

group ldap://grid-vo.nikhef.nl/ou=testbed1,o=atlas,dc=eu-datagrid,dc=org .atlas

group ldap://grid-vo.nikhef.nl/ou=tb1users,o=cms,dc=eu-datagrid,dc=org .cms

group ldap://grid-vo.nikhef.nl/ou=tb1users,o=lhcb,dc=eu-datagrid,dc=org .lhcb

group ldap://grid-vo.nikhef.nl/ou=tb1users,o=biomedical,dc=eu-datagrid,dc=org .biome

group ldap://grid-vo.nikhef.nl/ou=tb1users,o=earthob,dc=eu-datagrid,dc=org .eo

group ldap://marianne.in2p3.fr/ou=ITeam,o=testbed,dc=eu-datagrid,dc=org .iteam

group ldap://marianne.in2p3.fr/ou=wp6,o=testbed,dc=eu-datagrid,dc=org .wpsix

default_lcluser AUTO
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Generated Gridmap file

�cat /etc/grid-s ecu rity /gridm ap

"/O=Grid/O=Globus/OU=cern.ch/CN=Geza Odor" odor

"/O=Grid/O=CERN/OU=cern.ch/CN=Pietro Paolo Martucci" pietro

"/C=IT/O=INFN/L=Bologna/CN=Franco Semeria/Email=Franco.Semeria@bo.infn.it" aliprod

"/C=IT/O=INFN/L=Bologna/CN=Marisa Luvisetto/Email=Marisa.Luvisetto@bo.infn.it" aliprod

"/O=Grid/O=CERN/OU=cern.ch/CN=Bob Jones" jones

"/O=Grid/O=CERN/OU=cern.ch/CN=Brian Tierney" btierney

"/O=Grid/O=CERN/OU=cern.ch/CN=Tofigh Azemoon" azemoon

"/C=FR/O=CNRS/OU=LPC/CN=Yannick Legre/Email=legre@clermont.in2p3.fr" yannick
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Using a Service

CA

V O - L D AP

user serv i c e

p ro x y - c ert
g ri d - p ro x y - i n i t

reg i st ra t i o n
c ert . p k c s1 2

c o n v ert

c ert - req uest

g ri d - c ert - req uest

c ert i f i c a t e

c ert  si g n i n g

h o st - c ert

c ert  si g n i n g

g ri d m a p
m k g ri d m a p

h o st / p ro x y  c ert s ex c h a n g ed

h o st - req uest

g ri d - c ert - req uest

c a - c ert i f i c a t e

c rl

c ert / c rl  up d a t e

• Only course grained authorization (VO level)
• Would need more fined grained authz:

• File level access control (ACL)
• Group based service control
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VO Membership Service (VOMS)

CA

user serv i c e

c ert . p k c s1 2
c o n v ert

c ert - req uest

g ri d - c ert - req uest

c ert i f i c a t e

c ert  si g n i n g

h o st - c ert

c ert  si g n i n g

h o st - req uest

g ri d - c ert - req uest

c a - c ert i f i c a t e

c rl

c ert / c rl  up d a t e

h o st / p ro x y  c ert s a n d  a ut h o ri z a t i o n  
i n f o rm a t i o n  ex c h a n g ed L CASS p i t f i r e

T r u s t M a n a g e r

p ro x y - c ert

v o m s- p ro x y - i n i t

authz- i n f o

V O M S

reg i st ra t i o n
reg i st ra t i o n

serv i c e- c ert

serv i c e- i n i t

authz- i n f o
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Summary

Obtaining a certificate from a CA

s ee h ttp : / / marianne. in2 p 3 . fr/ d atagrid / ca/ for CAs

�new  certificate:  grid- c e rt - re q u e s t

� new files in ~/.globus: usercert_request.pem userkey.pem

�mail  it to th e ap p rop riate CA ( e. g.  cern- gl obu s -
ca@ cern. ch )

� s av e th e ans w er

� ~/.globus/usercert.pem

�new  p rox y  certificate:  grid- p ro x y - init

� /tmp/x509up_u<uid>

->  Y o u  h a v e  a  c e r t i f i c a t e  s i g n e d  b y  a n  E D G  C A .
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Further Information

Grid

�EDG C A s :  h t t p : / / m a r i a n n e . i n 2 p 3 . f r / d a t a g r i d / c a

�Gl o b u s S e c u r i t y :  h t t p : / / w w w . g l o b u s . o r g / s e c u r i t y /

�EDG W P 2 :  h t t p : / / g r i d - d a t a - m a n a g e m e n t . w e b . c e r n . c h / g r i d - d a t a -
m a n a g e m e n t / s e c u r i t y /

�EDG D7 . 5 :  h t t p : / / e d m s . c e r n . c h / d o c u m e n t / 3 4 0 2 3 4

B a c k g ro u n d

�GGF  S e c u r i t y :  h t t p : / / w w w . g r i d f o r u m . o r g / s e c u r i t y /

�GS S - A P I :  h t t p : / / w w w . f a q s . o r g / f a q s / k e r b e r o s -
f a q / g e n e r a l / s e c t i o n - 8 4 . h t m l

� I ET F  P K I X  c h a r t e r :  h t t p : / / w w w . i e t f . o r g / h t m l . c h a r t e r s / p k i x -
c h a r t e r . h t m l

� P K C S :  h t t p : / / w w w . r s a s e c u r i t y . c o m / r s a l a b s / p k c s / i n d e x . h t m l


