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•• Since:Since: (condition) (condition) (graded issue)(graded issue)

•• then must define condition per feature then must define condition per feature {rules}{rules}
•• e.g.:e.g.: (name (name eq eq ‘‘NILNIL’’)) (graded issue)(graded issue)

•• thus:thus: if (name if (name eq eq ‘‘NILNIL’’) (graded issue) == (coefficient @ class)) (graded issue) == (coefficient @ class)

•• per classper class:: (severity) == (severity) == ΣΣ(graded issues)(graded issues)limit=1.0limit=1.0

•• Allow for classes:  [minor | major | severe]Allow for classes:  [minor | major | severe]
•• Allow for security levels:  [high | medium | low]Allow for security levels:  [high | medium | low]
•• Syntax:Syntax: (condition)(condition) severity = (lseverity = (levelevel, , classclass, , weightweight))

CA_key_lifetimeCA_key_lifetime
if_if_gtgt ( ( 18251825 ) severity = (low, severe, 100%)) severity = (low, severe, 100%)

•• EDG can define its EDG can define its default default rulesetruleset
•• each VO can define its own each VO can define its own VOVO--specific specific rulesetruleset overloadingsoverloadings
•• each CA can define its own each CA can define its own CACA--specific specific rulesetruleset overloadingsoverloadings
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#
# Default Ruleset
#
inspecting_CA:
name = "default LOW ruleset" # " < name > "
if_eq ( "NIL" ) severity = (low, severe, 100%)

alias = default-low # < alias >
if_eq ( "NIL" ) severity = (low, severe, 100%)

country = # < country >
if_eq ( "NIL" ) severity = (low, severe, 100%)

country_ID = # < US | IT | CH | IE | ... >
if_eq ( "NIL" ) severity = (low, severe, 100%)

CP_and_CPS:
RFC2527_compliant = # < true | false >
#if_ne ( "true" ) severity = (low, minor, 20%)
OID_identifier = # < OID >
#if_eq ( "NIL" ) severity = (low, minor, 20%)
OID_in_cert = # < true | false >
#if_ne ( "true" ) severity = (low, minor, 20%)
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#
# Default Ruleset [CONTINUED]
#
CA_web_server:

publishes_CA_cert = # < true | false >
if_ne ( "true" ) severity = (low, severe, 100%)

publishes_CRL = # < true | false >
if_ne ( "true" ) severity = (low, severe, 100%)

publishes_CP = # < true | false >
if_ne ( "true" ) severity = (low, severe, 100%)

cert_publication_max_latency =      # < days >
if_gt ( 7 ) severity = (low, severe, 100%)
CRL_publication_min_freq =          # < freq in days >
if_gt ( 23 ) severity = (low, severe, 100%)
CRL_publication_max_latency =       # < days >
if_gt ( 0 ) severity = (low, severe, 100%)
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#
# Default Ruleset [CONTINUED]
#
cert_issuance:

CA_obtains_proof_of_key_possession = # < true | false >
#if_ne ( "true" ) severity = (low, minor, 100%)

subject_keys_generated_by_CA = # < true | false >
if_ne ( "false" ) severity = (low, severe, 100%)

CRLs:
lifetime = # < period in days >

if_gt ( 30 ) severity = (low, severe, 100%)
lifetime_after_revocation = # < period in hours >

if_gt ( 1 ) severity = (low, severe, 100%)
cert_signing_host:
controlled_physical_access = # < true | false >

if_ne ( "true" ) severity = (low, severe, 100%)
CA_private_keys:
backed_up = # < true | false >

#if_ne ( "true" ) severity = (low, major, 50%)
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#
# Default Ruleset [CONTINUED]
#
certs:

CA_key_size = # < key size in bits >
if_lt ( 2048 ) severity = (low, severe, 100%)

CA_key_lifetime = # < duration in days >
if_gt ( 1825 ) severity = (low, severe, 100%)

minimum_subject_key_size = # < key size in bits >
if_lt ( 1024 ) severity = (low, severe, 100%)

maximum_subject_key_lifetime = # < duration in days >
if_gt ( 420 ) severity = (low, severe, 100%)
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#
# Default Ruleset [CONTINUED]
#
cert_profile:

version = X.509v3 # < X.509v1 | X.509v2 | X.509v3 >
if_ne ( "X.509v3" ) severity = (low, severe, 100%)

cert_extensions:
SubjectKeyIdentifier = # < present | absent >

#if_ne ( "present" ) severity = (low, minor, 20%)
AuthorityKeyIdentifier = # < present | absent >
#if_ne ( "present" ) severity = (low, minor, 20%)

BasicConstraints = # < absent | critical | non_critical >
if_ne ( "critical" ) severity = (low, severe, 100%)
BasicConstraints_value = # < notCA | CA | yet_to_be_defined >
if_ne ( "CA" ) severity = (low, severe, 100%)

KeyUsage = # < absent | critical | non_critical >
if_ne ( "critical" ) severity = (low, severe, 100%)

CRL_profile:
version = # < X.509v1 >

#if_ne ( "X.509v1" ) severity = (low, severe, 100%)
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Autoevaluation Report:
inspecting_CA=default LOW ruleset
inspected_CA=CNRS
inspected_CA:

publishes_CA_cert=
issue with default rule: if_ne ( true ) severity = (low,severe,100%)

publishes_CRL=
issue with default rule: if_ne ( true ) severity = (low,severe,100%)

publishes_CP=
issue with default rule: if_ne ( true ) severity = (low,severe,100%)

RA:
email=
separate_from_CA=
secure_comms_to_CA=
subject_keys_generated_by_CA=

issue with default rule: if_ne ( false ) severity = (low,severe,100%)

IGNOREIGNORE
(doesn’t(doesn’t

work)work)

EXAMPLEEXAMPLE
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Autoevaluation Report [CONTINUED]

cert_signing_host:
controlled_physical_access=

issue with default rule: if_ne ( true ) severity = (low,severe,100%)
CA_key_lifetime=7300

issue with default rule: if_gt ( 1825 ) severity = (low,severe,100%)
minimum_subject_key_size=

issue with default rule: if_lt ( 1024 ) severity = (low,severe,100%)
_BasicConstraints=non_critical

issue with default rule: if_ne ( critical ) severity = (low,severe,100%)
_KeyUsage=non_critical

issue with default rule: if_ne ( critical ) severity = (low,severe,100%)

EXAMPLEEXAMPLE
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CA   1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
CERN X X
CNRS X X X X X X X X X

CNRS_projet X X X X X X X X X
datagrid_ES X X X X X X X X

datagrid_fr X X X X X X
NIKHEF X

FZK X
GermanGrid X X X X X X X X X

HellasGrid X X
LIP X X

NorduGrid X X X X X X X X X
PolishGrid X X

Russia X X X X X
Taiwan X X X X X X X X X X X

UK HEP X X X X X X X X X
UK eScience X X X X X

CRL Web
server

key
gen

cert
details

empty entries

FAILURESFAILURES
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CRL Web
server

key
gen

empty entries

CA   1 2 3 4 5 6 7 8
CERN X X
CNRS X X X X X

CNRS_projet X X X X X
datagrid_ES X X X X X

datagrid_fr X X
NIKHEF

FZK
GermanGrid X X X X X

HellasGrid X
LIP

NorduGrid X X X X X
PolishGrid X

Russia
Taiwan X X X X X

UK HEP X X X
UK eScience X X X

(a)(a) extracting from extracting from certscerts
helps a lothelps a lot

(b) talk to D.Chadwick(b) talk to D.Chadwick


