
EDG DublinEDG Dublin
Tony J. GenoveseTony J. Genovese
December 2003December 2003



22

Automated Client CertsAutomated Client Certs
GoalGoal
•• Provide for automated clients that handle Provide for automated clients that handle 

monitoring service systems, backup systems monitoring service systems, backup systems 
and various housecleaning utilities.and various housecleaning utilities.

•• processes are typically automated, run across processes are typically automated, run across 
multiple machines, and generally run using an multiple machines, and generally run using an 
identity with the necessary privileges to identity with the necessary privileges to 
perform their tasks perform their tasks 

RecommendationRecommendation
•• create a separate namespace for this new class create a separate namespace for this new class 

of certificates. of certificates. 
•• new namespace branch be created, alongside new namespace branch be created, alongside 

the customary "OU=People" and the customary "OU=People" and 
"OU=Services," "OU=Services," 

differentiated by an "OU=robots" RDN.differentiated by an "OU=robots" RDN.
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DOEGrids PKI rolesDOEGrids PKI roles
Policy Management AuthorityPolicy Management Authority
•• Manages PKI policiesManages PKI policies

Security OfficerSecurity Officer
•• Manages PKI infrastructureManages PKI infrastructure
•• Responsible for implementing PKI policiesResponsible for implementing PKI policies

Registration AuthorityRegistration Authority
•• Represents VO on PMARepresents VO on PMA
•• Responsible for identity vetting of VO membersResponsible for identity vetting of VO members

Registration AgentRegistration Agent
•• Delegated identity vetting from RADelegated identity vetting from RA

Grid Administrator (new)Grid Administrator (new)
•• Delegated by Agent to issue Service CertificatesDelegated by Agent to issue Service Certificates
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Grid Admin Server Cert Interface
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DOEGrids communityDOEGrids community

* Includes DOESG transitioned Certificates


