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Multi- V O  r e g is tr a tio n
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“Login”
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Multi- V O  “ L o g in ”
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�si n g l e  p r ox y  c e r t i f i c a t e  i s g e n e r a t e d

� e a c h  V O  p r ovi d e s a  se p a r a t e  V O M S  
c r e d e n t i a l
f i r st  on e  i s t h e  d e f a u l t  V O
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mu l t i p l e  g r ou p / r ol e  e n t r i e s
f i r st  on e  i s t h e  d e f a u l t  g r ou p
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Old- s t y le  S e r v i c e
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� E D G  1 . 4 . x  s e rv ic e s

� E D G  2 . x  s e rv ic e  in  
c o mpat ib il it y  mo de

n o  adv an t age ,  b u t  e v e ry t h in g 
w o rk s  as  b e f o re . . .
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Replica Management
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Job Submission

useruser C EC E

user cert

low frequency

h i g h  frequency

h o st cert

proxy

a u t h z

VO

i n f o r m a t i o n
s y s t e m    

1 .  VO a f f i l i a t i o n
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3 . j o b  s u b m i s s i o n

M y P r o x y
s e r v e r   
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2 . c e r t  u p l o a d
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MyProxy
s e rv e r  

Running a Job
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1 .  c e rt  d ow n l oa d

L C A S /
L C MA PS
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LCM AP S: m ap p ing  to us e r p ool  and  to 
( m ul tip l e )  g roup s

� d e f aul t V O  =  d e f aul t U N I X  g roup
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othe r U N I X  g roup ( s )

voms- p r ox y - i n i t
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VOMS FAQ

� No instant effect: the user has to “log- in” ,  using v om s- p rox y -
init,  to b e notified  of any  V O  change

� D elegation: a user cannot d elegate her/ his group s to som eone 
else ( unless s/ he is a group - ad m in) ;  no user group s

� I nd irect effect on the p olicy : V O M S  m ay  nam e group s/ roles in 
ord er to im p lem ent a p olicy ,  b ut it is up  to the serv ices to 
enforce it and  up  to the resource ow ner no to ov errid e it

� V O M S  is not used  to im p lem ent fine grained  A C L s: it d oes not 
store file nam es or j ob  id s ( although it has its own A C L s for 
group / role ad m inistration)
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VOMS migration
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phase 3 .p r o x y  ( v o m s )

t es t i n g t h e V O M S  s er v er s u s er  m a n a gem en t  o n  V O M S

c o m p a t i b i l i t y  m o de:  m i x ed s er v i c es f u l l y  m i gr a t ed:  o n l y  V O M S  a w a r e s er v i c es
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Auth/Authz i n  S e r v i c e s

� GSI based or compatible authentication

� g rid-mapf ile or V O M S based authoriz ation ( can be both)

� policy  or A C L  based access control

� coarse and fine grained solutions

� access control descrip tion’ s sy ntax  is not standard

� implemented alternativ es:

� edg- j av a- security for J av a w eb  serv ices

� G S I / L C A S / L C M A P S for nativ e C / C + +  serv ices

� m od_ ssl/ G A C L for A p ach e b ased w eb  serv ices

� ( S lah grid for transp arent filesy stem A C L s)
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� Local Centre Authorization Service (LCAS)

� Handles authorization requests to local fabric

� authorization decisions based on proxy user certificate and job 
specification;

� supports grid- m a p f il e m echanism .

� Plug-i n  f r a m e w o r k  ( h o o k s  f o r  e x t e r n a l a ut h o r i z a t i o n  p lugi n s )

� al l ow ed users (grid- m a p f il e or a l l o w e d_ u s e rs . db ),  banned users 
( b a n _ u s e rs . db ),  av ail abl e tim esl ots (t im e s l o t s . db )

� pl ug in for V O M S  (to process authorization data)

� Local Credential Mapping Service (LCMAPS)

� provides local credentials needed for jobs in fabric

� m apping  based on u ser identity,  V O  affiliation,  local site policy

Local Site Authorization
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edg- j a v a - s ec u r i t y

� Trust manager

� GSI compatible authentication

� A d apter s  to H T T P  and  SO A P

� C ur r ently  d eploy ed  f or  T omcat4

� A uth o ri z ati o n M anager

� A uthor iz ation and  mapping  f or  J av a s er v ices

� P lug -in f r amew or k  f or  maps :  d atabas e,  X M L  f ile and  f or  back w ar d  
compatibility :  g r id map-f ile

� H and les  V O M S attr ibutes
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Overview
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dn,attrs,acl, req.op 
->yes/no

doit

a u th
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m a p
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TrustManager
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GSI
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dn,attrs,acl, req.op 
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doit

a u th
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m a p

GSI

doit

pre-process:
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obj.id + req. op.

GACL:
obj.id -> acl
dn,attrs,acl, req.op 
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a u th z
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coarse grained
( e. g.  S p it f ire)

coarse grained
( e. g.  gat ek eep er)

f ine grained
( e. g.  R ep M ec)

f ine grained
( e. g.  S E ,  / grid)

J av a

proxy cert

proxy certproxy cert

mod_ssl

doit
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GACL:
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dn,attrs,acl, req.op 
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Cw eb

f ine grained
( e. g.  G ridS it e)

proxy cert

V O M S
VOMS cred:
VO, group(s),

role(s)

certificate

proxy cert

delegation:
cert+key

(long lifetime)

delegation:
cert+key

(short lifetime)

re-newal
request
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