Operational Security Working
Group Topics

Incident Handling Process

—  OSG Document Review & Comments: http://computing.fnal.gov/docdb/osg _documents//Static/Lists//FullList.html

—  MWSG/JRAS doc: https://edms.cern.ch/document/501422

— Relationship to existing local Incident Response procedures
Variance in site support availability

—  How do we handle it?

* Need to quantify and gather information. How?
»  Establishing ‘support’ channel for ‘smaller’ sites if necessary?

Reporting channels

—  Relationship to / use of NRENS/CSIRTS. Regional variations?

—  Bridges to other grids (e.g. OSG)

— Information disclosure/privacy concerns

—  Technology - Tracking system/lists. What is available and appropriate?
Contacts data

— Registry maintenance and management

—  Links with site registration process, how are bona fide contacts established and maintained?
Establishing ad hoc teams, contacting experts

—  What are appropriate models for doing this?
Press and media

—  What is needed?
Security monitoring

—  What can be done?
Service Challenges

—  What,who,how,when?




