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CHEERE Ako sa prihlasim do Gridu?

Enabling Grids for E-sciencE

Zdroje su distribuované: bezpecny pristup k nim je
zakladnou poziadavkou
Bezpecna komunikacia (SSL)
Bezpecnost aj za organizacnymi hranicami (PKI, X.509)
Iba jediné prihlasenie (zadanie hesla) pre pouzivatelov Gridu
(proxy certifikaty)
Dva zakladné koncepty:

Autentifikacia: Kto som?
Ekvivalent ku OP, cestovnému pasu, ...
Certifikaty

Autorizacia: Co mam dovolené robit'?
UrCené povolenia, povinnosti, atd.
Virtualne organizacie
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G Zucastnenée entity

Enabling Grids for E-sciencE

Certifikacna Autorita

Pouzivatel

Privatny klUc Zdroje
Verejny kluc " L .
Certifikat (strediska ponukajuce sluzby)
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e Autentifikacia a Autorizacia

Enabling Grids for E-sciencE
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G Certifikaty

Enabling Grids for E-sciencE

Kazdy pouzivatel musi mat’ platny X.509 certifikat
vydany uznanou Certification Authority (CA)

Pred vykonanim akejkol'vek €innosti v Gride sa
pouzivatel musi prihlasit’ na User Interface (Ul) pocitaci
a vytvori si tzv. proxy certifikat

Proxy certifikat ma limitovanu ¢asovu platnost’ a
pouziva sa na autentifikaciu pouzivatela (delegated
user credential) bez nutnosti znova zadavat’ heslo
(pass phrase) zakryptovaného privatneho kluca
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Ako vytvorim par kfuc/ziadost’

Enabling Grids for E-sciencE

grid-cert-request prikaz

[miro@cluster2 miro]$ grid-cert-request

Enter your name, e.g., John Smith: Miroslav Dobrucky

A certificate request and private key is being created.
You will be asked to enter a PEM pass phrase.

This pass phrase is akin to your account password,

and i1s used to protect your key file.

If you forget your pass phrase, you will need to

obtain a new certificate.

Using configuration from /etc/grid-security/globus-user-ssl.conf
Generating a 1024 bit RSA private key

...................... +H+++

........................... ++++++

writing new private key to '/home/miro/.globus/userkey.pem'’

Enter PEM pass phrase:***xxkxxk*xxx



Ako ziskam certifikat

Enabling Grids for E-sciencE

Dorucim ziadost’ relevantnej doveryhodnej CA

[miro@cluster2 miro] $ cat
home/miro/.globus/usercert request.pem | mail
ca.ui@savba.sk

Pouzivatel musi doruéit’ svoju ziadost’ relevantnej registracnej
alebo certifikacnej autorite (RA alebo CA) a osobne sa preukazat’
svojim OP alebo podobnym oficialnym dokumentom obsahujucim
fotografiu.

RA nasledne dorudi jej/jeho ziadost’ certifikacnej autorite (CA),
ktora ziadost’ podpise a posle naspat’ ako certifikat. Obvykle ma
platnost’ 1 rok a pred vyprsanim platnosti méze byt’ vyuzity

na podpisanie novej ziadosti, Co znamena, ze sa uz potom ziadatel’
nemusi chodit’ osobne preukazovat’.
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G Relevantné déveryhodné CA

Enabling Grids for E-sciencE

C=SK, O=SlovakGrid, CN=SlovakGrid CA

C=CZ, O=CESNET, CN=CESNET CA

C=FR, O=CNRS, CN=CNRS

C=GR, O=HellasGrid, CN=HellasGrid CA

C=PT, O=LIPCA, CN=LIP Certification Authority
C=ES, O=DATAGRID-ES, CN=DATAGRID-ES CA

Su akreditované v zdruzeni “The European Policy Management
Authority for Grid Authentication in e-Science”
www.eugridpma.org
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Nainstalovanie certifikatu

Enabling Grids for E-sciencE

na Ul stroj do adresara ~/.globus

[miro@cluster2 .globus]$ 1ls -1

-r--r--r-- 1 miro miro 4774 Oct 8 13:11 usercert.pem
-r--r--r-- 1 miro miro 1270 Oct 8 10:51 usercert request.pem
-r-------- 1 miro miro 963 Oct 8 10:51 userkey.pem
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G Revokacia, CRL

Enabling Grids for E-sciencE

Kedy je potrebné zrusit’ platnost’ certifikatu:
Na ziadost majitela — ak kl'uC pokazil, stratil, alebo mu ho ukradli
Pri zisteni, Ze majitel porusuje CP&CPS

Ako sa zrusi platnost’ certifikatu:

Majitel dorucCi ziadost o revokaciu déveryhodnou cestou,
napriklad osobne

Alebo CA rozhodne o nutnosti revokovat
CA vykona revokacCnu proceduru a okamzite vyda novy CRL

CRL (Certification Revocation List)

CA pravidelne generuje CRL, ktory ma platnost napr. 1 mesiac
a publikuje ho (napr. na webe)

CE/SE (resources) pravidelne (CastejSie nez denne) stahuju
od vSetkych déveryhodnych CA nimi vydané CRL

Uvod do gridového poéitania (Introduction to Grid computing) 4.april 2005, Zilina, FRI 10



- GSI
— Autorizacia



Cy GSI - prehlad

Enabling Grids for E-sciencE

Proxy a delegovanie (GSI
rozSirenia) - pre bezpecné
prihldsenie ,,single Sign-on*

L

Proxies and Delegation
PKI SSL — pre
PKI-pre __—1" (CAs and autentifikaciu
poverovanie Certificates) a oghranu
posielanych
udajov

Based on Slide from Globus Tutorial
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G Delegované certifikaty

Enabling Grids for E-sciencE

Proxy certifikat

- Kratko-doby (12 hodin), s obmedzenymi pravomocami,
odvodeny z dlhodobého (1 rok) X.509 certifikatu

- Podpisany pouzivatelovym certifikatom alebo inym proxy
- Umoznuje procesu posobit v mene pouzivatela
- Je nezakryptovany - preto musi byt ulozeny a
dopravovany bezpecCnymi sposobmi
MyProxy server
- Udrzuje stredne-doby proxy (7 dni)
- Chraneny heslom
- Generuje na poziadanie z neho kratkodoby proxy
- Vhodné pre pracu z portalu (“internet café”)
- Alebo pre dlhsie trvajuce ulohy
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Autorizacia

Enabling Grids for E-sciencE

LDAP server

Udrzuje zoznam c¢lenov VO
CE/SE si pravidelne st'ahuje aktualny zoznam
a generuje grid-mapfile
pri prvom prihlaseni na CE/SE dostane pouzivatel

jedno
volné konto

z ,pool accounts”
casom toto priradenie moze expirovat
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e priklad:

S — VO-LDAP server na autorizaciu

0=XYyZ
dc=eu’-datagrid, ® O

de=o Adopted by
DataGrid Testbed0 (2001/02)

L,_I"":Te“bedl L_I“:m *** | DataGrid Testbed1 (2003)

VO | DataTAG Testbed (2003)
«ee  Directory

...
...
...
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Authentication ~ "* ~Ayfhentication Au:‘ﬁdmtat[o.n Tre,,
Certificate Ceftificatg, Certificate” " * a, _ fre.,
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CN=Mario Rossi CN=John Smith

CN=Franz Elmer
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‘ local users I
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G Zlepsenia / rozsirenia

Enabling Grids for E-sciencE

Community Authorisation Service (CAS)
od Globus Alliance

LCAS (Local Centre Authorization Service)
DataGrid (EDG) plugin pre Globus

sysadmin mdze blokovat pristup jednotlivym pouzivatelom (ban
list)

Virtual Organisation Membership Service (VOMS)
od EU DataGrid and DataTAG projektov
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Authentication

Enabling Grids for E-sciencE

Request

VOMS
pseudo
-ce

>

IL=CNAF
ICN=Pinco
ICN=proxy

pseudo

Mutual Client-Server

Secure communication channel via
standard Globus API

Client sends request to Server
Server of request

back the required info
(signed by itself) ina “

Client checks the validity of the info
received

Optionally: [Client repeats process for
other VOMS’s]

Client
containing all the info received into a
( ) extension

Client may add user-supplied auth.
info (kerberos tickets, etc...)

Based on: http://www.slac.stanford.edu/econf/C0303241/proc/pres/317.PPT
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Spust’anie uloh s VOMS

Enabling Grids for E-sciencE

—p high frequency
—P  |ow frequency host cert
S —— -

information
system

1. VO affiliation CE

AccessControlBase) ~
. (
user cer 4. CEs for

VOs in authz?

A A 7V

S \‘\ x‘\
VO credential is
3 iob sUbMIsSi used by the resource 7“17%7’
. job submission broker to pre-select

available CEs. LVOS
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G CGG

Enabling Grids for E-sciencE

Dakujem za pozornost’

egee.ui@sav.sk
Miroslav Dobrucky
Ustav informatiky
Slovenska akadémia vied
Www.eu-egee.org Bratislava
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