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What iIsaVVO?

A group of people sharing networked
resources

Cross oganisational
Shared authorisation/authentication

Enabling Gridsfor E-sciencE

It is only ‘Virtual’ in that it is mediated
by network communications




VOsin EGEE

Enabling Gridsfor E-sciencE

Atlas Physics 274
Alice Physics 31
LHCb Physics 46
CMS Physics 243
CDF Physics 5
BaBar Physics 4
Dzero Physics 4
ZEUS Physics 3
Biomed Biomed 41
ESR Earth Sciences 18
Comp Chem Chemistry 9
Magic Astronomy 5
EGEODE Geo-Physics 2
Total 685
dteam Infrastructure testing 306
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Overview of EGEE Middleware

Enabling Gridsfor E-sciencE

The gLite Grid services follow a Service Oriented
Architecture

facilitate interoperability among Grid services
allow easier compliance with upcoming standards

Architecture is not bound to specific implementations
services are expected to work together
services can be deployed and used independently

The gLite service decomposition has been largely
Influenced by the work performed in the LCG project
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Gy Overview of EGEE Middleware

Enabling Gridsfor E-sciencE
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gmeni
Data Services vo R Management Services

The gLite services are characterised by the scopes and enforcement of their
policies: user, site, VO and global (i.e. multi-vo)
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Overview of EGEE Middleware

Enabling Gridsfor E-sciencE
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- cM s [ Y
Autherizatien ” ‘ Job \
il S = ﬂ%mmm fionitoring
G Anaditin
Buihenileation L Information &
Monltoring Services

Securlty Services

v _L Ve U \V/
i Flis & Replica S Job Package
[Mstadaia Cataleg Aegourting Frovenance Manager
Catalog
Islﬁ?ﬁ cHlls W s V
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JOb Management Services

Most services are managed by a VO
independent service instances per VO

service instances will in most cases serve multiple VOs
performance
scalability
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Overview of EGEE Middleware

Enabling Gridsfor E-sciencE

Security services

Authentication, Authorization, and Auditing
identification of entities (users, systems, and services)
allow or deny access to services and resources

provide information for post-mortem analysis of security
related events.

Data confidentiality and a Site Proxy

control network access patterns of applications and Grid
services utilising its resources.
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LCG-2VOMS

eeee VOMS Operations

E-science in Europe

Mutual Client-Server
Secure communication channel via
Authentication standard Globus API
Client sends request to Server
Reguest Server of request

back the required info
(signed by itself) in a “

Client checks the validity of the info

received

Optionally: [Client repeats process for
5 other VOMS’s]
C=IT/O=INF .
/L=CNAF Cllent. . . . .
JCN=Pinco Auth containing all the info received into a
/CN=proxy DB ( ) extension

Client may add user-supplied auth. info
(kerberos tickets, etc...)

Flavia Donno
Based on: http://www.slac.stanford.edu/econf/C0303241/proc/pres/317.PPT
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QR gLiteVOMS

Enabling Gridsfor E-sciencE

~
™ VOMS Server
VOMS Core Service
(vomsd)
P
VOMS Admin Service
SOATP + S5L
=
e /




SIEIelC) \VOMS and hiomed

Enabling Gridsfor E-sciencE

« VOMS provides flexible security and brings the
concept of roles (finer grained security).

— i1e. A user could have the role of a clinician in one context and
the role of a researcher in another.




CIeICJe) Virtua Organizations and authorization

Enabling Gridsfor E-sciencE

LCG-2 users MUST belong to a Virtual Organization
Sets of users belonging to a collaboration
Each VO user has the same access privileges to Grid resources
List of supported VOs:

VOs maintain a list of their members

The list is downloaded by Grid machines to map user certificate
subjects to local “pool” accounts: only mapped users are
authorized in LCG

"/C=CH/0O=CERN/OU=GRID/CN=Simone Campana 7461" .dteam
" /C=CH/O0=CERN/OU=GRID/CN=Andrea Sciaba 8968" .cms
" /C=CH/O=CERN/OU=GRID/CN=Patricia Mendez Lorenzo-ALICE" .alice

Sites decide which VOs to accept grid-mapfile
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C Infrastructure usage

Enabling Gridsfor E-sciencE

JRAZ statistics
~15KjObS per month O shart jobs < 300 secondes (5 min)

ma00 s < medium jogs < 2700 s (45 min )
O 2700 s < long jobs < 10800 s (3 hours )
O 10300 = < infinite jobs

Number of jobs BIOMED

250005

20 000~

15 000+

10 000 ~

5 000+

2004-04  2004-05 ZO04-06 2004-07  2004-058 2004-08  2004-10 2004-11 200412 2005-01 200502 2005-03
Month
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Gy Biomed status

Enabling Gridsfor E-sciencE

Focus on demonstration of grid interest for applications
Contact taken with the decrypthon project
Nicolas Jacq proposal for a data challenge organisation
Focus on scientific content of applications

A data challenge in biomed this summer

Done » Challenge

Number of targets 1 1 S
Number of drug candidates 10° 106 3.3 10°
Total CPU time 188 days 5 years? 80 years?
Gain of time 149 ? ?
Need for input for response to EU review

JRAZ statistics

Application gains

Biomed tutorial 14

INFSO-RI-508833



@ EGEE istaking “doing big biology”
serious|
The use of the Biomed VO in EGEE is increasing

EGEE is beginning to do biomed challenges

Finding highly challenging resource intensive biological
applications to demonstrate the ability of the grid to stimulate the
Imagination of the bio-community
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Gy Biomed status

Enabling Gridsfor E-sciencE

gLite
Lot of testing activity inside biomed
Release 1.0 available
pre-production service expected to bring much more robustness

Non-application specific work initiated in the biomed
activity

Workflows

DICOM-SRM interface

INFSO-RI-508833 ElemEs uliee] 16



User support coordination

Enabling Gridsfor E-sciencE

Experts and GGUS ticket flow
First and second line of support
Site problems (CIC and ROCs)

Generic problems / T

WWW.QQUS.org

&

18t and 2™ front line

VO support ROCs and CICs | Middleware

Middleware developers

Role of biomed task force
Provide application-specific support
Participate to the grid knowledge
acquisition of biomed users

Current organization

support

VO
support

=\

GGUSVO

support Biomed
(A. Delgado, P. | Task Force
Mendez) support

Tickets sent to technical team mailing list and assigned to '‘biomed

VO

Christophe Pera to assign messages to experts
Use the GGUS portal to follow on tickets

INFSO-RI-508833
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User support coordination

Enabling Gridsfor E-sciencE

We have to learn

Biomed experts to register as 'ticket administrators' and learn the
GGUS ticket management tool

Christophe to identify the correct targets
People to whom tickets are assigned to should be reactive

Need for a rollback procedure (expect redirection errors at least in
the first phasis)

Need to check that all tickets are followed on

INFSO-RI-508833 ElemEs uliee] 18
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Enabling Gridsfor E-sciencE

Grid User Support What does a user expect ?

Correct answers and general help with middleware usage
(how-to, new features, errors, etc.)

Solving user problems while running on Grid

User support should provide correct documentation,
examples, “templates”, powerful search engines, links to
EGEE infrastructure contacts, e-mailing lists, etc.

A unique way to submit problems/requests for help and
receive response. A unique entry point for informati
problem escalation, broadcasting news, ...
User/Site notification about site related problems, Grid
status,etc.

User Support is different from VO and Operations

Biomed tutorial 20
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Enabling Gridsfor E-sciencE

EGEE User Support: infrastructure

21 General approach: 3 main support centers to guarantee coverage 24/7 and

365 day support and provide a single point of contact to customers and to local

Grid operations.

To ensure 24x7 support, it was
decided to have 3 GGUS teams
In different time zones.

GGUS started off at

in Germany in 2003 and has
had a partner group at

in Taiwan
since April 2004. A third partner
iIn North America will complete
the 24 hours cycle.

INFSO-RI-508833

GGUS GiElE EEUS
Haorth &merican Farachyngszsentrum Acpdamin Sinlca
Partner wanicd Farlardlie, Garin by Taipai, Taiwan
SR e —aE=
T s aon
._J- e ¥ L"'.. ] !.-h.!'\'?. ) =t 5
_Ni:ll"th 1 Deri= aj. T I Pl i e J"'l. :
ﬂr‘l‘lEI‘lcﬂ.-r" T 11_'. 4 -
A - 'm rﬂldﬂlE . ASIE Al
R F . "'.I
'L P T, O cous
] ;I{' g 5 "1-.;:| i
i = :
- _I‘q_\_ ey g 3 frlﬁc | |
.r M-
{South i L L., .
Amenca waar "Austraﬁaﬁ
|- o e | _Oceania
; _.-' 28 Lo 4
i - SR
_[_.

Facific Tirse CET UTC #1 Taiwan CST
uTe -g CEST: UTC +2 UTC @

Targot: #4x7 Global Grid User Support wia time difference and 3 support teams
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= o
EGEE User Support: infrastructure

= The support model in EGEE can be captioned "regional support with central

coordination”. Users can make a support request via their Regional
Operations' Center ( ) or their Virtual Organisation (\/0). Within GGUS

there is an internal support structure for all support requests.

Resource Resource Resource
Centers (RC) Centers (RC) Centers (RC)

Regional
: Deployment
Operations & 3
Senter (ROC Support (DS)

VO
Specific
Support

Central GGUS Application

Biomed tutorial 22
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Enabling Gridsfor E-sciencE

EGEE User Support: infrastructure

@ The ROCs and VOs and the other project wide groups such as the Core
Infrastructure Center (CIC), middleware groups (JRA), network groups (NA),
service groups (SA) will be connected via a central integration platform
provided by GGUS.

@ This central helpdesk keeps track
o~ of all service requests and assigns
W ErE

- -q Groups them to the appropriate support
groups. In this way, formal
f,,,j " communication between all support
b - groups is possible. To enable this,
each group has to build only one

interface between its internal support
- ‘ l}—'\ Yol e o structure and the central GGUS

application.
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Enabling Gridsfor E-sciencE

The GGUS Portal

[Z% GGUS - Global Grid User Support - Mozilla

;’EI|E Edit Wiew Go Bookmarks Tools  Window  Help

i - ’&“ - \a §§, |§, htips://gus. fzk.defpageshome php

Back Reload

v| 2#_Search Fﬁft -

H hHome ‘*Buukmarks lmazwlla.urg £ mozillaZine tmuzdevurg

~
FAQ - Documentation - Contact - Masthead ==
.

Submit ticket + Support staff

Home -

Welcome to Global Grid User Support

What is GGUS?
Read more about the idea and the concept of GGUS

Tickets @ GGUS

v Subrmit new ticket

Tatus LCG Grid
» Grit-ICE

COpen ticke

o Ve GGUS Search

F061 habar wrhen sending globus jobto Gr...

3052 none =0t puiblished, missing some DN attr e ey

3051 none J5 - Unzpecified gridmanager error E 1t "§§ 1"",

3050 none  nfa JZ - Unzspecified gridmanager error SN,

045 none  nla doan

G045 none  nia replication failed

E045 none  nia replication failed

G044 none  nia Job submizsion failled » GEUS-Knowledge-Base u.c.
3043 cteam 2005-06-15  Command myproxy-info ends with segmentat » Documentation

G040 ctesm nia replication and RGMA failed (SE dovwn) » GGLUS-FAQ

5026 ctesm 2005-06-14  lcg_cr Communication errar on send

3025 magic 2005-06-14  AGAIN Resource Broker st CMAF seems to ..
3024 none  2005-068-13  Contact mail fram Cheick Thiam

E022 none  nia Site is totally down.

E017 none  nfa replication failed

» show all open tickets

v Search salved ticket

| <

< | >

% ED 2 ED o L J-»--aa

INFSO-RI-508833

http://www.qgus.org

You need to register

in order to be able

To use this portal

(GSI or password based)

You can register
as User or as

Supporter.

Supporter ?
If you think you

have a good
knowledge in Grid
and have time

to provide support,
please contact

your ROC or directly
ESC at:

Biomed tutorial
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Enabling Gridsfor E-sciencE

The GGUS Portal.
uploading your certificate into your browser

LCG Users Registration - Digital Certificates - Mozilla

i File Edit W“iew Go Bookmarks Tools Window Help
: \é" 7 %" hd \3 §§' |&. http //lcg. weh.cern.ch/LCG/users fregistration /load-cert. html hd Héﬁearch] =
/ Reload Print

“Home Janmkmarks ‘mnzilla.nrg lmmziIIaZ\ne .‘mnzdev.nrg

LCG home | Calendar | Meetings | Contact Us

=

* 9
Instructions can be found:

LCG Users Registration

= Dverview » Digital Cedificates » Loading Certificates « Cedificate Traubleshe
= Personal Information = Yirtual Organization = Contact Registrar « Registratior

Loading Certificates into Browser
To complete the registration process your personal cerificate must be loaded into vour:
Some Cerification Authotities issue cerificates in a format that can be loaded directly in

Ifyou think you already have a valid personal certificate loaded you can test it here. http ://I Cg 'Web 'Cern 'C h/L CG/U SerS/reg i Strati O n/I Oad-cert- html

» Activities Browsers (including Internet Explorer and Metscape) use a different format for cerificates to LCG grid
software. Browsets reguire a format called PKICS12 whereas grid sofware uses PEM farmat. Ifyour
» LCG Users
certificate was issued to you in PEM farmat then you can use the following command on a machine
= UserReaistration it the openss/ package installed to convart from PEM to PKCS12
= Users Support

= Exp.Int.Supp openssl pkcsl12 -export -inkey userkey. pem -in usercert. permn \-out my_cert.p12
» LCG Sites -name "My certificate”

» LCG Operations  yipers -

is the path to your private key file (This should be set with permissions so that

userkey.pem only you can read it.)

usercer pem is the path to your certificate file

my_cerpfz is the path for the output PRCS1 2 format file to be created

Wy centiicate” is an optional name which can be used to select this certificate in the browser

after you have loaded it ifyou have mare than one loaded

Instructions to load certificates into some cormman browsers are given below. Yersion number are
given far guidance only.

Mozilla {version 1.x) or Netscape (version 7.x}

1. Sfart Mozilla or Metscape

2. Gotothe Edit menu and select "Preferences -= Privacy & Security-= Cedificates -= Manage
Cerificates”

3. Choose Impont Certificate aption

. Give the path to the file my_certpf2

-

Netscape (version 4.x)

1. Start Metscape
2. Gotothe Communicator menu and select "Tools -= Security Info”.
2 Click nn "Cartificatestinnre” sartinn Thiz will anan a dialane hoe

|
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Enabling Gridsfor E-sciencE

The GGUS Portal:

[”Z GGUS - Global Grid User Support - Mozilla

=
D
C
G
<

' File Edit Yiew Go Bookmarks Tools  window  Help
e . B a @ [ =1 .
il - - ; https 1 /fgus. fzk de/ages ffaq.ph e Search o
! Rack Forward Relnad iy |\)!‘ s/ fpages/fag.php | 2 Print m
f_:ﬁHUme 'i'&tBUUkmarks .‘mazil\a.urg £ mozillazine tmuzdev.curg
Rl
FAQ - Documentation - Download - Contact - Masthead —
Home - Submit ticket - Support staff
Frequently Asked Questions
GGUS FAQ System » Member Login
You are at /GGUS FAQ Hame
Category:
= application = Experimert Software
Subcategory: Ohject-Oriented Subcategory: Physics generation  Simulation  Digitaliztion  Analysis
— ) = Grid Knowledge
o Globus toolkit . .
Subcategory: Defenition  Grid's companent
= Grid Performance and Maintains I Middleware
Subcategory: GPFS  Scheduler  Stale MNFS Problem Subcategory: Resource Management  Job Management  Data management
T Security and Access
Subcategory: Secutity  Certification  Authotization  Accounting  Authentication
Contribute a FAQ..
Search
Full text Search
Contactwith mel!
hd
i L 2 Ed B == G

INFSO-RI-508833

|EeW

Quite useful FAQ
Compiled using Wiki
And Knowledge DB

A group is working
on this to fill in the
pages

Check Documentation
For more useful
Links

Stay tuned!
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File Edit Yiew Go Bookmarks Tools  window  Help

4.2 _a

%E | & hittps 1 4qus. fek deypages/docu.php

Barck Relnad

: Ak Home “.'a!BUUkmarks .‘mazil\a.urg £ mozillazine tmuzdev.curg

GGUS% -
&E2E)

Home -

Documentation - under construction

Documentation for Grid Users

The Grid Dictionary If you are confused by all Grid acronyms, you can search this
grid dictionary for an explanation

The LCG-2 User Scenario explaing step-by-step how to submit your job and handle
your data on the LOG-2 Grid,

LCG 2 Tar Distribution This document describes how to install and configure a W
or Ul using the tar ball distribution

LCG-2 User Guide is the primary source of infarmation for the LCG-2 user. It
describes the architecture and services of LCG-2 and presents the commands and
tools that are available to the user. [t extends the infarmation provided by the User
Scenario regarding the steps a user must follow to successfully work in the Grid.

The LCG-2 Frequently Asked Questions is a list of frequently asked guestions
about LCG-2 Grid usage compiled by the LCG Experiment Integration and Suppart
Team.

The LCG-2 Middleware Overview contains an overview of the main LCG-2 services
and functionality provided by the middleware to Grid Users

The Experiment Software Installation on LCG-2 describes the user and

FAQ - Documentation -

Download - Contact - Masthead

+

Submit ticket - Support staff

¥1.2 INFM daoc |D: INFMNGRID20030615-1800 POF, HTHL, TAT

¥1.0 CERN EDMS doc no,

LCG 2 Tar Distribution,

¥2.1 CERN EDMS doc no,

¥1.0 CERN EDMS doc no,

+.1 CERM EDMS doc no

+0.1 CERN EDMS doc no

[Documentation for Grid Users] - [Documentation for %O Users] - [Documentation for Grid Site Administrators} - [More Useful Links)

. 498081 FDF, P&, HTWL

. 464433 PDF, PS, HTMWL

. 495216 PDF, P&, HTWL

498079 FDF

. 498080 FDF, PS

"| Very useful page.

It is kept updated
with the most recent,
valid and correct
Documentation

http://goc.grid.sinica.edu.tw/gocwiki

Please, signal
useful docs to ESC.

We need help to
provide more
| documentation

i £l 2 E3) @B | Done

—B-7H 5

INFSO-RI-508833
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Enabling Gridsfor E-sciencE

The GGUS Portal:
the User view

[ GGUS - Global Grid User Support - Mozilla

v;El\g Edit ¥iew Go Bookmarks Tools ‘Window Help

4. 2 3 & : :
Reload @ hittps: /gus. fek.de/pagesticket. php

| Back
Z}Home ‘!Bnnkmarks lmnzi\la.nrg .‘mnzwl\azwne lmnzdev.nrg

V‘[éjearch] Fﬁ =

FAQ - Documentation - Contact - Masthead
.

Home - Submit ticket - Support staff

Submit ticket

186200501529pm

User information Centification Authorities

Mame: Flavia Donng E-Mail. flavia.donno@pi.infh. it

CC to: l:l Wirtual please select -
Organisa tion

Ticket information

Date / Time of Problem f ; ute local time and UTC information

Short description (required) ‘

Describe your problem

Tips of ol T ] Py
‘:’yes @ no

W0 specific problem?

Uplaad attachment: ‘ |[ Browse.. ] (no exe/php/html) files please)

Submit

| >

i b 2 BD) 2

—

INFSO-RI-508833

At the moment a user can
only request help through
the GGUS Web portal,
using the Web interface to
the Ticketing system

The CC field allows you to
notify others that will follow
the problem and solutions

With “Type of problem” you
can preliminary categorize
your problem. Specify
“other” if you do not know.

Short description required.
It is used to build
knowledgebase.
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Enabling Gridsfor E-sciencE

What 1s It going to be avallable ?

I need help! I send e-mail f
to vo-support@ggus.org GGUS Su PPO rt.

or helpdesk@ggus.org The Model

& E-mail automatically
ﬂ converted in GGUS ticket

! -

Ticket Process
Manager: Monitor VO VO Support: Receive tickets VO
ticket assignments. Support related and follows them.
Direct to correct Solves/forward problems VO specific.
support unit Recognize Grid related problems and

assign them to specific support units

SR = . S . = o

VO Support ROC {J' Middleware  Other Grids
Units Support Units cic Support Units Support Units

Support Unit

[ 1]

\/\_A/ e 4‘ M.ai"ng
lists

INFSO-RI1-508833 FlieuielClls il
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E-mail automatically
converted in GGUS ticket

GGUS Support:
PP 8%

The Model

& = i Fo.

VO VO Support: Receive tickets VO
Support related and follows them.
Solves/forward problems VO specific.
Recognize Grid related problems and
assign them to specific support units

f—
VO Support
Units

Mailing
lists




| need help! | send e-mail
to helpdesk@gqus.org

E-mail automatically
converted in GGUS ticket

Ticket Process
Manager: Monitor
ticket assignments.

Direct to correct

support unit

ROC Middleware Other Grids
upport Units cIC Support Units Support Units

Support Unit

Mailing
- i lists

INFSO-RI-508833 ElemEs uliee]
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Enabling Gridsfor E-sciencE

Feedback

* [t is very important for us to get
your feedback

* An electronic feedback form is available
on the GGUS portal.
You can always send e-mail
to or
project-eu-egee-sal-esc@cern.ch

* The electronic feedback is completely
anonymous. If you want to provide personal
information you have to do it in the
feedback field.
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